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Contract title: Provision of an Automatic License Plate Recognition System at the BIH Border Posts
Publication reference: EuropeAid/139 924/DH/SUP/BA ; EC/BiH/TEN/17/017




Columns 1-2 should be completed by the Contracting Authority
Columns 3-4 should be completed by the tenderer
Column 5 is reserved for the evaluation committee 

Annex III - the Contractor's technical offer

The tenderers are requested to complete the template on the next pages: 
· Column 2 is completed by the Contracting Authority shows the required specifications (not to be modified by the tenderer), 
· Column 3 is to be filled in by the tenderer and must detail what is offered (for example the words “compliant” or “yes” are not sufficient)  
· Column 4 allows the tenderer to make comments on its proposed supply and to make eventual references to the documentation

The eventual documentation supplied should clearly indicate (highlight, mark) the models offered and the options included, if any, so that the evaluators can see the exact configuration. Offers that do not permit to identify precisely the models and the specifications may be rejected by the evaluation committee.

The offer must be clear enough to allow the evaluators to make an easy comparison between the requested specifications and the offered specifications.
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Slowly-Changing Dimensions
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Mode in which there is heavy traffic on a Border Crossing and vehicles are passing the border with visual document inspection (BIH citizens only)
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University degree
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Bosnia and Herzegovina is bordering with 3 neighboring countries: Republic of Croatia, Republic of Serbia and Republic of Montenegro. BP BiH conducts border checks at 83 border crossing points (41 road IBCPs and 25 road crossings for local border traffic, 3 BCP for border traffic (ferry boat), 4 airports, 3 border crossings for river traffic and 8 railway border crossings). With the goal of bringing Bosnia and Herzegovina closer to European Union, European integration, internal and external security awareness, as well as prevention and detection of illegal migration, cross-border and other crimes, BP needs a system for automatic control and record of vehicles upon crossing of Bosnia and Herzegovina State border. This system will be integrated into current border checks application that has been functioning since 2011. “Border checks application” is used for control of persons and documents and it has possibility to read biometric data from travel documents.  
The Application is centralized, i.e. server infrastructure is located at the Head Office of Border Police of BiH in Sarajevo and it is used at 56 border crossing points. 
In organizational manner, Border Police is organized with the aim to assure coordination of all activities at central, regional and local level in a way to provide highly specialized services necessary to carry out the tasks from its competences and to assure information exchange between central, regional and local level. (Scheme 1).



[image: ]
Scheme 1

“Automatic Licence Plate Recognition, improvement and upgrade of the Border checks application and integration of Business Intelligence (BI) solution for advanced reporting” (hereinafter PROJECT) includes installation on international crossing points in all lines for motorcycles, motor vehicles, trucks and buses, with ALPR system which provides automatic recognition of license plate numbers of a vehicle as well as integration of ALPR system with current vehicle records (internal and external) with check of the status, as well as upgrade of the current Application (in segments where is needed) and reporting improvement.

PROJECT should provide control and record of motor vehicles’ crossings with relevant data on crossing such as photo of the vehicle, a string of alphanumeric characters that describes a vehicle (type, brand, producer, green card / international insurance policy, chassis number, engine number, registration expiring date, trailer registration plate number and etc.). 
All recorded data should be saved in the current database for the purpose of future analyses.
Software upgrade of the Application, first of all, includes modernization of the system for reporting, system logging (where needed), achieving high availability at application level as well as improvement of complete system performances and elimination of the current system errors/bottlenecks. 

[bookmark: _Toc524701921]2. Purpose of document

This document represents specification of software and hardware requirements for development and implementation of the project of Automatic licence plate recognition, improvement and upgrade of the current border checks application, advanced reporting, specification of necessary equipment and labor. The purpose of the document is to understand the user needs and how they can be met through the informational technologies system, by presenting problems that users are faced with, and offering the best possible solution for the problems solving.   


[bookmark: _Toc524701922]3. Objective 

The objective of the project is complete development and implementation of automatic licence plate recognition, improvement and upgrade of the current border checks application, and implementation of advanced reporting. 

System for licence plate recognition should successfully recognize licence plates of motor vehicles at border crossing points, perform checks of recognized licence plates in national and foreign databases, save generated data and provide possibility for generating reports on checked motor vehicles and persons. Ultimately, licence reading component must entirely be part of the current system, and as such, to make complete system with the current interface design (user friendly). Optimization and upgrade of the system include analysis, design, development, testing and implementation of the system which is composed of several functional-technical units assuring their interoperability at each level aimed at obtaining faster and more reliable application solution for control of motor vehicles driving across the state border of BiH.

Border checks application should be modernized in all technological aspects; assure high availability of application part, eliminate SPOF in all segments where it is technically possible, optimize current reporting system and provide advanced reporting system based on BI solution, improve logging system, integration of MIND system (backup option for FIND system; web service regarding documents check), eliminate bottlenecks/incompleteness in the current system and upgrade it with new registers, provide new functionalities, keeping the current interface of the Application and its entire modularity, in order to add a new fields.

Results that need to be achieved:

· System development on the current system infrastructure (Microsoft platform, Windows Server 2008R2, Windows Server 2012R2 and Microsoft SQL Server 2012/2016 Enterprise). 
· Existing system analysis and shortages fixing.
· Additional analysis of the existing system for person checking, optimization and improvement of functions in accordance to results of the analysis.
· Development and solving of high availability (HA) and load balancing of the Application server without additional hardware; (Remark: application server is virtualized).
· Transfer of intermediate server (Linux) to Windows server platform (licence provided) and providing high availability (HA) and load balancing without additional hardware; (Remark: intermediate server is virtualized).
· IBCP identification through workstation IP address. 
· Notification system (described in details in technical specification)
· Improvement of the Application logging system.
· Improvement of reporting system, design and development of advanced reporting system based on BI solution
· Integration of MIND system through web service documents/vehicles.
· Existing telecommunication system must not be overloaded by communications that will generate the new system (It is necessary to consider about throughout of communication links within BP BiH and to design the system in accordance with its capacity).  
· It is necessary to deliver needed hardware, software, necessary licences for system performance, and complete all the work described in this document,
· Delivery, installation, testing and configuration of the system.
· Automatic licence plate recognition of vehicles (centralized management of all ALPR cameras, software and firmware update of ALPR cameras).
· Training for users and administrators, testing of the application on the test system (installed at the Head Office of BP BIH) and error fixing (HW/SW) within warranty period.
· Application babysitting within three-month period.
· Maintenance within warranty period.

All the necessary permits will be provided by the Border Police of Bosnia and Herzegovina prior to implementation. 

The bidder is obliged to sign Confidentiality statement after the contract is signed.

The implementation period is 365 days, from commencement order to provisional acceptance, including 90 days of trial period.
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ALPR system must be developed in accordance with best practice agile approach of informational systems development. Agile sprint planning should be according to the following:

· Iterations will be implemented within fixed time frame of 2-3 weeks,
· Sprint begins with sprint planning: team meeting to establish list of functionalities planned for implementation in that iteration,
· Functionalities developed in sprint are going to be tested and presented to end user (BP BIH) at the end of iteration. Additional errors reported by BP BiH project team will be conducted  through electronic help desk system (should be established by bidder),
· After this stage, teams will analyze what is acceptable and what needs to be corrected in that iteration

Development will be done on the test model of Border Checks Application. It will be provided by BP BiH.
Remote access to BP BiH in any means will not be allowed.

Implementation activities include the following:

•	 Analysis of BP BiH requests,
•	 System design,
•	 Delivery, installation and configuration of the system,
•	 Verification and validation with solution testing,
•	 Trial period of 90 days. 
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Border Checks Application has been in function since 2011, and it is developed as part of ISM (Information System of Migration; current version 2.0) property of Ministry of Security; with basic modules: border, asylum, stay, visas. (Development of Border Checks Application was funded by Delegation of the European Union to Bosnia and Herzegovina - IPA reference: EC-BIH-08-057).
Border Checks Application is centralized, i.e. the whole server infrastructure is located at HO of BP BiH in Sarajevo. Border Checks Application is used at 57 IBCP. At the moment, 198 stationary and 9 mobile travel documents readers are functioning, with a possibility to read biometric travel documents. Border Checks Application is developed modularly, and since its establishment it was upgraded several times with modules based on users’ needs, law framework changes and necessary software updates (OS version, DB version...).
Border Checks Application “obtains” main personal data from MRZ-zone of a travel document through travel documents reader, takes “photo” of travel document, reads photo from biometric chip, conducts several checks of person and travel document, and saves a set of data defined by law into database. At the moment there is possibility to enter a licence plate number – manually, as well as grouping passengers per vehicle. With the application BP BiH has direct access to external and internal databases relevant for border checks (20 checks in total). List of all accessible internal and external databases will be provided to the selected bidder. 
Technologically, all Application servers are virtualized and virtual servers are at HA failover-cluster solution. Virtualization is based on Microsoft Hyper-V platform; Windows server 2012R2 Datacenter operating system 6 x blade NOD with dedicated storage, which is controlled by Microsoft System Center Virtual Machine Manager. 

Border Checks Application consists of 6 basic units/modules:

· 2 x Application server with corresponding load balancer and failover service (Operating system: Windows Server 2012R2 Standard, Web-server: IIS)
· Intermediate server - Enterprise Bus (Operating system: RHEL 6.3, Web-server: Apache)
· Database server – SQL Server Always On Availability Group, 3 NOD with dedicated storage (Operating system: 3 x Windows Server 2012R2 Standard, Database: 3 x MS SQL 2016 Enterprise)
· Data Warehouse server for reporting (Operating system: Windows Server 2008R2 Datacenter, Database: MS SQL 2012 Enterprise)
· Server for data replication in ISM-system (Operating system: Windows Server 2008R2 Standard, Database: MS SQL 2012 Enterprise)

Border Checks Application is WEB-oriented, mostly based on PHP and HTML, it works in standard WEB browser (IE/Chrome/Firefox/Edge). Automated control of travel documents readers is done through ActiveX control which is designed exclusively to work with Internet Explorer (it works with versions IE from 8 to 10). Communication through intermediate server is done through web-services, by SOAP-protocol. The communication with other agencies (IDDEEA, INTERPOL, etc.) is performed in the same way.
	
Block diagram of the Application:
[image: ]
Border crossing points are connected with HO via WAN network - RR communication, ADSL, GPRS. 
Border Checks Application is optimized to function on low bandwidth links. 
At the border crossing points, Border Checks Application with travel documents readers is used on “Thin-Clients” with Windows XP Embedded OS. Travel documents readers are connected to “Thin-Client” through USB connection.
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Upon development of technical solution, law and related sub laws listed below should be considered:
· Law on Border Police of BiH (“Official Gazette of BiH” Nos.  50/04, 27/07 and 59/09)
· Law on Border Control (“Official Gazette of BiH” Nos.  53/09 , 54/10 and 47/14)
· Law on Aliens (“Official Gazette of BiH” No. 88/15)
· Law on Personal Data Protection (“Official Gazette of BiH” No. 49/06)

http://www.granpol.gov.ba/Publication/Category/2?pageId=52
http://www.granpol.gov.ba/Publication/Read/936336?title=pravilnici&pageId=17
http://www.azlp.gov.ba/propisi/Default.aspx?id=5&pageIndex=1&langTag=hr-HR
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List of border crossing points for international traffic that need to be integrated with ALPR system:
http://www.granpol.gov.ba/Content/interactivemap/interaktivna_mapa_hr.swf

1. IBCP for road transport of passengers - Orahovlje
2. IBCP for road transport of passengers - Crveni Grm
3. IBCP for road transport of passengers - Zvirići
4. IBCP for road transport of passengers and goods (BIP) – Bijača
5. IBCP for road transport of passengers and goods – Gabela polje
6. IBCP for road transport of passengers - Doljani
7. IBCP for road transport of passengers and goods - Neum I
8. IBCP for road transport of passengers and goods - Neum II
9. IBCP for road transport of passengers and goods - Ivanica
10. IBCP for road traffic second category - Zupci
11. IBCP for road transport of passengers and goods - Klobuk
12. IBCP for road transport of passengers and goods - Deleuša
13. IBCP for road traffic first category - Hum
14. IBCP for road transport of passengers and goods  - Metaljka
15. IBCP for road traffic second category– Ustibar
16. IBCP for road traffic second category- Uvac 
17. IBCP for road traffic first category – Vardište 
18. IBCP for road transport of passengers - Skelani
19. IBCP for road transport of passengers – Bratunac
20. IBCP for road traffic first category – Karakaj
21. IBCP for road transport of passengers - Šepak 
22. IBCP for road traffic second category -  Popovi
23. IBCP for road traffic first category – Rača
24. IBCP for road transport of passengers and goods - Brčko
25. IBCP for road transport of passengers and goods   -  Orašje 
26. IBCP for road transport of passengers and goods   - Šamac
27. IBCP for road transport of passengers and goods   - Brod 
28. IBCP for road transport of passengers and goods – Gradiška
29. IBCP for road transport of passengers and goods – Gradiška Novi Prelaz
30. IBCP for road transport of passengers and goods  - Gradina
31. IBCP for road transport of passengers and goods - Dubica
32. IBCP for road transport of passengers - Kostajnica
33. IBCP for road transport of passengers -  Novi Grad
34. IBCP for road transport of passengers and goods - Velika Kladuša
35. IBCP for road transport of passengers and goods - Izačić
36. IBCP for road transport of passengers - Ripač
37. IBCP for road transport of passengers and goods – Strmica
38. IBCP for road transport of passengers - Vaganj
39. IBCP for road transport of passengers and goods - Kamensko
40. IBCP for road transport of passengers - Prisika
41. IBCP for road transport of passengers and goods – Osoje
42. IBCP for road transport of passengers and goods - Gorica
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ALPR system should provide control upon border crossings of motor vehicle, as well as necessary hardware and software components, and their connection to Application through BP network. Bidder is obliged to offer complete system needed for establishment of ALPR system in accordance to users’ requirement. 

It is necessary to include the following functionalities in ALPR system:

· Automatic control of motor vehicles (hardware and software)
· Manual and automatic registration of motor vehicles controlled by officers
· Reporting and analysis of data in records

OCR of a licence plate is performed by ALPR camera. Each workplace is equipped with workstation and travel documents reader. After a licence plate is recognized, an automatic process of checking against relevant databases through web service starts.  In the case of detecting incorrections (HIT: stolen/lost licence plates, unregistered vehicle...), through client Application, system user is alerted by sound and visual notification (with possibility to turn on/off the sound alert) of detected incorrections, what initiates appropriate actions according to the procedure. Through client application, user must have a clear visual image of the car, a licence plate image and recognition results, and in a case of recognition error (damaged or unclean plates...) manual correction of recognition must be provided where all necessary security checks of a vehicle are going to be done according to corrected character. In a case that, for some reason, licence plate recognition system did not automatically detected the plate at all, user should be able to start OCR process manually. 
When certain form of incorrection appears (HIT), vehicle is set on “on hold state” option and is subject to additional checks. 
After the recognition process has finished, user takes travel documents of a driver and all passengers, perform check of travel documents and persons through documents reader. All scanned data, using web services, is checked against relevant databases, and in a case of incorrection detection (HIT: stolen/lost passport ...) user is alerted through client application. 
In the case for reversible lanes, which can be used for control of entry to and exit from the country, licence plate recognition system must be designed to work in both directions. User, through client Application, determines which camera is going to be used for control. 

[bookmark: _Toc524701928]7.1. Technical solution - hardware

Project should include hardware for the following functional units:
· ALPR system which conducts automatic control upon vehicle passing border crossing point in a way of taking an image of vehicle and recognizing licence plates form the photo (ALPR). ALPR system should be activated when vehicle approach an ALPR camera (auto-trigger), without additional sensors and loops. 
· Processing of OCR and images will be done on a computer which is integrated into an ALPR camera
· Active and passive network equipment for integration of ALPR system into LAN 
· Sound signalization on thin clients
Remark: Border Police has all necessary hardware for record keeping, writing of reports and data storing.
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ALPR system work can be presented in three main steps:

· Detection of approaching vehicle and image taking
· Licence plates characters recognition
· Processing of the recognized characters
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Main sensor for detection of approaching vehicle is camera that is responsible for vehicles detection and image taking of licence plate of an incoming vehicle. Quality of licence plate recognition (minimum 95%) is directly related to type of camera image sensor. The best results are achieved with cameras designed exclusively for this purpose. 
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After licence plate image taking, main process of ALPR system is OCR software which plays the role of recognizing characters of the licence plate from the image. Before the beginning of recognition process, software makes necessary adjustment of the image to make OCR process as accurate as possible. Adjustment of the image is done as follows:
· Normalization of image,
· Improvement of image,
· Sharpening of image,
After pre-processing and improvement of an image, detection of certain characters in the image is done through OCR algorithm. Recognized characters merged into string of characters which define licence plate. 

ALPR software should provide:
· Recognition of all types of licence plates regardless of country that issued licence plates
· Possibility to recognize country ID form the licence plate
· Processing of data within real time.




Processing of the recognized characters
Beside recognition of characters from licence plate, ALPR software should provide total level licence plate recognition accuracy expressed in percentage (%).


[bookmark: _Toc524701932]7.2.	Installation of ALPR infrastructure on Border points

Description of works / design / installations to be done at the border crossing points (for more details, please refer to documents Annex 1 – Material, Annex 2 – works / installations).


· Installation of automatic license plate recognition camera system with onboard engine and ALPR software,
· ALPR system pole design, installation, mounting and digging of a hole for concrete base,
· Network cable installation,
· Rack installation,
· Power cable installation,
· Circuit breaker installation,
· Ground/earth wire installation,
· Asphalt cutting , digging of a trench 20x40cm , installation of HDPE pipes , re-asphalting,
· Removing of brick pavers, digging of a trench 20x40cm, installation of HDPE pipes, brick paver re-installation,
· Digging of a trench 20x40cm , installation of HDPE pipes, filling the teach with soil,
· Flexible PVC pipe installation,
· Junction box installation,
· Access chamber (electrical installation) installation,
· ALPR system pole guardrail barrier design and installation,
· Wiremold installation.


Upon cables installing, the following principles should be considered:
Main elements of cable system are junction boxes, existing and not-existing access chambers (electrical installation), cables and communication racks. SFTP Cat6 network cables will be used for installation.
Length of a network cable must not exceed 100m, measured from patch panel to an ALPR camera.


While setting cables it is necessary to consider the following requirements:
· Make sure that a cable does not wrap nor gets damaged,
· Make sure that cables are not exposed to moisture,  
· Flex and HDPE pipes should be mounted correctly, 
· Junction boxes should be installed 30cm above floor level,
· Make sure that existing installations (electrical, telephone, heating…) do not get damaged,
· Cable patching/extending is not allowed,
· Leave enough of extra cable when terminating it, 
· All junction boxes, ALPR cameras, patch panels should be labeled,
· A network cable should be terminated with SFTP RJ-45 connector using T568B (EIA/TIA 568B) standard,
· ALPR system pole should be properly grounded,
· Documentation of all cable installation must be provided with drawing included (hardcopy & CD),
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Functional requirements that must be provided by the Application in relation to ALPR system are listed below for each user.
Users of Application are:
· Administrator in the Head Office,
· Administrator at Field Office,
· Operational duty leader in the Head Office,
· Inspectors for border checks (central and regional level),
· Team leader at border crossing point,
· Police officer for border control,
· Other users.

Functions available for administrator in Head Office of BP BiH are:
· Camera software and firmware update
· Camera software restart
· Camera restart
· Camera optical parameters adjustment
· Downloading log file from camera
· Camera TCP/IP parameters review and change
· Camera NTP parameters review and change
· Review of data for particular border crossing point
· Devices data

· Administrative data
· Change of data for particular border crossing point
· Change of devices data 
· Change of administrative data of device
· Change of border crossing point data of device

Functionalities for other users of the system will be defined latter on according to hierarchy that is based on the role in the system.

Functional parameters:
· Automatic start-up of checks against internal and external databases based on provided registration plate,
· Automatic notification of a police officer about HIT. It is, also, necessary to create a function where more details can be displayed about a matched HIT, 
· For domestic vehicles, fields, such as registration plate number, trailer registration plate number, national country ID, brand/type/color of the vehicle and chassis number are filled using web-services according to registration plate number. For foreign vehicles the same data, except for plate number and national country ID, are going to be completed manually (optional). Fields that will represent form content are going to be defined in details upon development of the application,
· Possibility of image re-taking and automatic start-up of checks in internal and external databases,
· Possibility for manual input of registration plate and automatic start-up of checks in internal and external databases,
· In a case of THROUGH MODE in border checks, system takes images of passing vehicles, and performs automatic checks of licence plate numbers regardless of document checking,
· Ability of changing border control status i.e. normal working mode or THROUGH MODE in border checks,
· If vehicle or person is held for additional checks, option “on-stand by” in the drop down form will be selected,
· Automatic recording of all data into databases in case of activities regarding vehicle or person. Users should have option to record data into database manually, 
· Centralized management of ALPR camera location change  by system administrator,
· Last event review (last licence plate documented),
· Manual vehicle check by chassis/VIN number, 
· Record of persons/vehicles that were subject of detailed border check,
· HITs management,
· Possibility for manual and automatic turning On/Off of certain checks in internal and external databases,
· Automatic warning and logging of a fault in case of a system error due to communication with internal and external databases, upon data entry into database and similar, as it is provided in current system (border checks application – color visualation),
· Possibility to generate reports of created data. Users should be provided with simple report view in some of the most used formats: doc, pdf, xls,
· Possibility to manage users, users groups, roles and access rights,
· Code register management,
· Logging of all users’ activities in system or parts of the system

Non-functional parameters:
· Modular solution which could simply be expanded with additional functionalities,
· System must be scalable from the aspect of hardware and software, it must have possibilities to be expanded from both aspects – of software and of hardware without modification of the current system,
· Possibility for integration with other systems and other databases,
· System must be easy to use by administrators and end users,
· System must be safe in accordance with highest safety standards, 
· Only authorized users can access the system or its components, in accordance with their rights,
· Providing of backup and restore procedures of  the whole system,
· Monitoring of whole system or some parts of it,
· System must be functional 24x7x365  and must have HA on all levels,
· Database and the Application must be centralized and located in Head Office of BP BiH,
· Migration of current vehicle database,
· System must be compatible with W3C standards and must work with the latest Microsoft browsers that support Active-x control. It is important to mention that current document readers communicate with the Application using MS Explorer through ActiveX control. 
· System should be based on responsive web site design
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Informational system for person and motor vehicle control consists of three units:
· Subsystem for acquisition and licence plate numbers recognition
· Subsystem for vehicles check 
· Records that checks of persons and vehicles are related to
Process of vehicle check starts with detection of a vehicle at border crossing point and with image acquisition of vehicle’s licence plate number ("image stream").  
System for licence plate number recognition takes image which will be used for recognition and process it by component intended for licence plate number recognition. 


Application consists of components which are performed on user computer (client browser) and components which are performed on BP BiH server (central application server, central database and local web services for persons and vehicles searching). 
Components that are performed on user computer are:
· UI elements that defines application look and design (HTML/CSS), it is necessary to keep current user interface, 
· Code for validation and processing in client side (JavaScript/JQuery), 
· Security token (Security Client token), 
· Local service for logging and monitoring, 
· Local storage for cash and offline storage,
· Browser cash web application.
Components that are performed on BP BiH server are:
· code for HTML view (server-side View)
· Web application controllers (responsible for processing user entry and data management between View and Model)
· Service layer which is used for interface abstraction towards local services
· Repository
· safety service for users authentication and authorization
· service for logging of requests and process duration
· Service for system monitoring.

Web application must communicate with component for notification of subsystem events for acquisition and plate recognition in real-time.
Sending of asynchronous and simultaneous web services for vehicle check is required.  
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The project should implement software for following functionalities:

· Software for fixed station and motor vehicles check: 
· Acquisition of image and licence plate number from camera system and display of it on monitor (of a client),
· Checking of recognized licence plates against relevant databases,
· Warning and informing of user if recognized vehicle is found in a record (HIT),
· Warning if a licence plate is not correctly recognized,
· Manual entry of data from vehicle document (licence plate number, chassis number...),
· Checking of manually entered data against relevant databases.
· Reporting:
· Software should offer access to reports according to hierarchy and officers’ permissions.

During implementation, keeping of all current functionalities of system must be retained. The system should be delivered to BP BiH in electronic form with the complete source code.  Delivered source code and all associated files must be in the same electronic form that were used during development phase, so that end user will be able to continue improving and developing the system by themselves after the end of the project. All additional '3rd party' software, if any, must be delivered to BP BiH with appropriate number of licences. The bidder is obliged to perform complete installation and configuration of the system.

BP BiH reserves the copyrights to the system (as well as to original source code) and any unauthorized use will be prohibited.
Code function must be completely “commented”, so that end user could understand every functionality of it. 


[bookmark: _Toc524701936]IT infrastructure

As it is already mentioned, current system infrastructure will be used (operating system, web server, databases). Regarding the hardware infrastructure, BP BiH did preliminary analysis of dimensioning space needed for data storing. From statistic on individual crossing points, overall statistic of persons and vehicles crossing border is obtained. 

	Motorized vehicle statistics

	 
	 
	2010
	2011
	2012
	2013
	2014
	2015
	2016
	2017

	1
	Total number of motorized vehicles
	19,352,872
	16,926,865
	15,862,031
	16,902,756
	15,986,112
	16,035,250
	18,403,104
	19,671,930




	Passengers statistics

	 
	 
	2010
	2011
	2012
	2013
	2014
	2015
	2016
	2017

	1
	Total number of passengers
	50,129,910
	40,861,983
	39,329,623
	41,995,554
	40,069,160
	41,980,986
	46,285,120
	48,846,832



[bookmark: _GoBack]Storage space will be provided by BP BiH.


[bookmark: _Toc524701937]User interface:  Border police officer

User interface of the system for motor vehicle control and records needs to be integrated into existing user interface of BP BiH Border Check Application.  Current border check log-in interface for each user is shown down below:



[image: ]

Picture no. 1: Current border check log-in interface


User must be able to obtain control of person and vehicles, so it is necessary to change the current border check log-in user interface. By upgrading the log-in system user will be able to select only a control line, direction and type of a document reader. The new log-in interface should look as it is showed in picture no. 2:



[image: ]

Picture no. 2: Suggestion of new log-in screen



After the selection of control line and direction user moves to the main Application interface for passengers and vehicle check as it is shown in picture no. 4, while the current interface is shown in picture no. 3.
[image: ]
	Picture no. 3: Preview of the current interface for passenger and vehicle check
[image: ]
Picture no. 4: Suggestion of the new interface for passenger and vehicle check 


In a case of standard vehicle control mode, a recognized licence plate is displayed where user has ability to make corrections and to restart the process of recognition if needed. When the licence plate recognition is finished, system automatically, regardless of document checks, starts the process of vehicle check against available databases and then the process of documents check starts.
When THROUGH MODE is used, system checks and registers all vehicles crossing the border.

[bookmark: _Toc524701938]Type of user: Team leader at border crossing

Application provides team leader with all functionalities as for border police officer with addition of generating reports and changing of modes. Team leader is able to work within border crossing points that he is authorized by administrator of BP BiH.

[bookmark: _Toc524701939]Type of user: Administrator

Functionalities available for administrator include data and hardware management at all border crossing points.

[bookmark: _Toc524701940]Type of user: Operational duty leader in HO 

Every change of working mode should be recorded into the system (beginning/end). User must have possibility to make report on crossing mode by border crossing point, for particular period of time. All working mode changes within 24 hours should be visible. 

[bookmark: _Toc524701941]Type of user: Inspectors for border checks

Existing reports need to be updated with motor vehicles control data. 

All forms, i.e. user interfaces, which are found in this document could be considered as a sample and will be defined precisely by BP BiH just before the start of implementation or during the system development.


[bookmark: _Toc524701942]Records

Records include databases and services which are owned by BP BiH, and all data sources to which BP BiH has access to (data exchange between law enforcement agencies of BiH, IDDEEA, INTERPOL, and others…). Complete list of data sources, which will be used for motor vehicle checks will be provided by BP BiH just before the start of this system implementation. 

[bookmark: _Toc524701943]Reports

In order to provide support to operational work, as well as to short-term and strategic planning, IT system should follow a set of particular reports. For operational reports, existing forms of reports will be kept that will need to be improved and optimized, and the new advanced reporting system based on BI solution should be established. Contents of reports, forms and parameters for creation of new reports will be defined during the application development. 

[bookmark: _Toc524701944]Current condition – reports

Application for person check uses the reporting server for report creation. Data is copied from SQL cluster instance to another database where SQL requests and reports are made. At the moment, indexing as well as SQL request on database is not optimized for reporting, it needs to be predefined and optimized so that reports could be made in acceptable time frame. 

[bookmark: _Toc524701945]Operational reports 

Operational reports are divided according to time frame:
· Daily
· Weekly
· Monthly 
· Annual

[bookmark: _Toc524701946]8.	Documentation


[bookmark: _Toc524701947]User documentation

User documentation provided in BHS language should be regularly updated during the warranty period, based on objections and suggestions by users within that period. 

[bookmark: _Toc524701948]Technical documentation 

Technical documentation should include the following elements as minimum:
· Functionality of the system – description of the system or module (with detailed flow diagrams) including detailed explanations of the purpose, i.e. requested functions with basic explanation of input and output parameters.
· System architecture/design – Detailed description of all layers of application (database and application level). Specification should consists of the following elements:
· Database: 
· Description and purpose of all entities (tables) and associated attributes
· Description of all relations that appear between entities
· Description of all current constraints on entities
· Description of all functions (procedures) defined in database
· Description of all views, triggers, jobs and schemes
· Application level:
· Description of all elements and functionalities of each layer separately
· Description of interface between each layer

· Administrator user
· User guide 
· Technical specification of the system – Detailed description of all application elements (it applies to each application level separately):
· List of all defined classes, (including) detailed description of all methods and all attributes of classes with a type of data,
· List of all methods that are declared in the above classes,
· Detailed description of every program functions/methods with defined input and output parameters and their description (as well as all possible function limitations if there are any),
· Description of all potential third party elements which were used with explained functionalities as well as description of utilization purpose and manner.
· Technical documentation for software, hardware, ALPR software update
· IP network diagram  for every location
· Administrator log-in info (user names, passwords) 
· Technical documentation with all drawings / schematics for every location

All documentation must be written in one of official languages of BiH and submitted to BP BiH in printed (3 printed and bind copies) and electronic form (5 CDs).

[bookmark: _Toc524701949]9.	Testing of the system

Bidder will submit control list for each development sprint in order to perform testing of submitted functionalities in the development sprint. All authorized end users together with employees of the bidder will perform testing. The bidder is obliged to submit test scenarios. Some of the stages that have to be performed during testing:
· Comments and inspection of code 
· Unit testing – certain system parts testing during system development,
· Integration tests – multi component testing,
· System performance and specific component testing,

Testing of the system 

After the entire system is installed and overall system features are established, testing of software and its integration with entire system is going to be performed. All components will be subjected to testing and according to test procedures and recommendations will be recorded. 

The first step of testing will be performed with test data on test platform for the period of 10 days. All functions should be tested, tests must be without faults.
Bidder is obliged to provide one or more persons to be available during testing period, who will record all events that could occur and to make a list of corrections i.e. changes that were made. Purchaser representative will be present during the testing.
As a proof that system is stable and operational, after successfully testing period is finished, ALPR system will be tested in THROUGH MODE continuously for a period of 5 days on a test location using test platform with test data.
In case of a problem during the testing, the problem needs to be eliminated and the testing will be repeated. 
After successful testing on test platform with test data, continuous testing for the period of 15 days will be performed on production platform with production data at a certain border crossing point. 
After the successful testing on production platform, the system will be put in operation on all scheduled location with test period of 60 days.
After the successfully completing the testing the bidder will start a test of acceptance in accordance with the procedures proposed by the supplier and accepted by end user.
Supplier will provide test reports 7 days after a testing at latest. Purpose and methods including all deviation from procedures approved in Plans, with results, notes etc. will be in the report. 
System will be considered operational after all successful testing is performed.

[bookmark: _Toc524701951]10.	Training of users
It is necessary to provide adequate training for the end user of the system.
The main objective is to make end user independent from supplier in regards of use and maintenance of the system.

It is necessary to provide training to the following groups of users:
· 125 Multiplicators 
· 15 Administrators
· 15 IT personnel


Training methods will include:
· Presentation by instructors,
· Workshops

Training and documentation must be in one of official languages of BiH.  

Training for Multiplicators

•	Training will cover the following subjects: General description of the system, detailed description of the system use (as end user – Border Police officer) Complete understanding of all system components, 
•	Training should be carried out within implementation of system, at the field offices of BP BiH:
	Field office of North West – Gradiška
	Field office of West – Bosansko Grahovo
	Field office of South – Čapljina
	Field office of East – Višegrad
	Field office of North East – Bijeljina

•	Training should be carried out in one of official languages in BiH
•	During the training bidder is obliged to provide necessary technical documentation in one of the official languages of BiH
•	Number of trainees: at least 125 (approx. 25 per field office)
•	Training duration: at least 2 days per field office

Training for IT Administrators

•	Training will cover the following subjects: General description of the system, data and process flow, Detailed description of operating scenario with role examples of targeted group, Methods of system use (search, data entry, reports, navigation...), Use of administrative components, including users accounts management, Complete understanding of all system components, ALPR camera system management, 
•	Training should be carried out within implementation of system, at the Headquarters of the BiH Border Police (Reufa Muhića 2a, Sarajevo, BiH)
•	Training should be carried out in one of official languages in BiH
•	During the training bidder is obliged to provide necessary technical documentation in one of the official languages of BiH
•	Number of trainees: at least 15 
•	Training duration: at least 10 days

 
Training for IT personnel

•	Training will cover the following subjects: General description of the system, data and process flow, Detailed description of operating scenario with role examples of targeted group, Methods of system use (search, data entry, reports, navigation...), Use of administrative components, including users accounts management, Complete understanding of all system components, ALPR camera system management, installation of all software components, detailed description of all software components and functionalities of source code.
•	Training should be carried out within implementation of system, at the Headquarters of the BiH Border Police (Reufa Muhića 2a, Sarajevo, BiH)
•	Training should be carried out in one of official languages in BiH
•	During the training bidder is obliged to provide necessary technical documentation in one of the official languages of BiH
•	Number of trainees: at least 15 
•	Training duration: at least 10 days

[bookmark: _Toc524701952]11.	Maintenance within warranty period
Bidder must provide full support of all features of the system during the warranty period. 
Warranty period is 12 months and starts with provisional acceptance. 

Bidder must provide full support to system administrators during the warranty period. During the warranty period bidder is obliged to:

· Correction of all errors in system functioning,
· Provide help desk for system users
· Remove malfunctions regarding production system failure,
· Remove malfunctions regarding working process failure,
· Adjust visual modification faults,
· Time for eliminating of reported faults cannot be longer than:
· Security level 1: until is solved with reaction time to 30 minutes
· Security level 2: within 1 working day with reaction time within 1 hour
· Security level 3: within 3 working days with reaction time within 2 hours
· Security level 4: within 5 working days with reaction time within 4 hours
· Security level 5: within 7 working days with reaction time within 6 hours

	Security level
	Description

	Security level 1
	Is assigned when the production server is in a non-functional state, concerning the configuration of the components that the Bidder provided, which results in non-functionality of the entire system. This priority is granted case if the system administrators are not able to provide a solution.

	Security level 2
	Is assigned when it is noticed that the user is not able to perform its own processes and functions that are directly controlled by system.

	Security level 3
	Is assigned when it is noticed that some part of working process are disabled or not functioning as it is expected, but the system is mostly still functioning.

	Security level 4
	Is assigned when minor system incorrections are noticed, but are not jeopardizing the system functionality and user working process; when problem is not characterized as high priority problem.

	Security level 5
	Is assigned when there are minor visual modifications noticed



[bookmark: _Toc524701953]12.	Error reporting

After irregularity or system work failure is noticed, certain users report those incidents to contractor.
End user will provide list of employees who can report incidents.
Bidder will determine way of communication regarding malfunction reporting in accordance with security levels within warranty period. 
During the warranty period contractor will be fully responsible for all necessary repairs without additional charges. 






[bookmark: _Toc524701954]Chapter II - integration of Business Intelligence (BI) solution for advanced reporting

BP BiH needs to upgrade existing DWH database so that it would be able to, beside set of standard predefined reports, provide possibility for creating ad-hoc reports and data analytics. It is important to mention that existing reporting system is developed by using Microsoft SQL server. 

Block diagram of the existing reporting system:
[image: ]



BP BIH owns licence for SharePoint server, Windows Server, SQL server and these should be used for the upgrade. BI solution must include data of persons and vehicles. Requested solution must be centralized, scalable and robust and it must include functionalities such as:

· Data collection from different sources
· Data aggregation and aggregated data management
· Data analyzing and reporting based on different parameters and needs

Architecture of requested DWH / BI system solution:
[image: ]
DWH / BI solution Architecture

[bookmark: _Toc524701955]13.1.	Data Source

Data Source includes Border Checks Application, Database: SQL server 2014.

Data storage

Data storage is central place for collecting data for the purposes of analytical reporting, and it consists of “Stage” and “Core” database which are loaded with ETL processes.

Stage database is used for periodical collection of raw data from source systems. DB tables in Stage database have the same structure as in source system, what implies the same names of tables and columns. On the other hand, tables in Stage database do not have defined primary keys nor they are connected to each other by foreign keys. Data from source systems are gathered to Stage database in raw form, without transformation, except unification of data types. Data is usually collected incrementally i.e. only new data generated in a certain period of time (for example on day before).
Data collected in Stage database is loaded into Core database through ETL process where all necessary transformation and calculation of data is performed. Data warehouse model which is located in the Core database is denormalized star structure with “dimension” and “fact” tables. Core database, also, allows you to store changes in data using some of the methods of implementation of slowly changing data (Slowly Changing Dimensions - SCD). 

[bookmark: _Toc524701956]13.2.	Metadata management

Metadata database is also implemented as part of data storage. Metadata database is used for documentation of system components, data ownership, and data lineage in the system, system changes (audit), and tasks. 

[bookmark: _Toc524701957]13.3.	ETL and DQ processes


ETL solution that should be offered must include the following services:

· Tools and services for related databases establishment and management. BP BiH owns SQL Server Engine 
· Tools and services for multidimensional and tabular analytical databases establishment and management (OLAP). BP BiH owns SQL Server Analysis Services (SSAS)
· Tools and services for data integration, i.e. creation  of ETL processes for data collection from different sources, transformation (aggregation and processing) of collected data and transformed data loading into data storage (physical and business model). BP BiH owns SQL Server Integration Services (SSIS)

Besides automatized processes of data copying and loading, it is also necessary to enable manual data input and data administration, within solution, by using appropriated tools. BP BiH owns SQL Server Management Studio, SQL Server Data Tools

Regarding ETL tools BP BiH owns the following:

· Tools intended for IT experts:
· SQL Server Data Tools 
· Tools intended for end users (self-service BI) 
· Excel Power Query 

In the framework of ETL process it is necessary to include the following groups of data quality control:

· Data profiling
· Data cleaning
· Audit

Data profiling helps active assessment whether data meets the basic standards for data quality. Set of rules in data profiling that can be implemented in ETL processes are:

· Referential integrity control 
· File presence control if files are used as a source
· Checking total number of records in the source comparing to number of records at data storage entry
· Checking total number of records in the source comparing to expected/previous number of records
· Percentage of columns with data missing 
· Use of metadata in source system compared to data in data stored prior to data uploading in order to avoid eventual errors, for example difference in data types
· Expected values control according to defined business rules in order to avoid data unexpected values, for example date of birth is set as 1/1/1900 and similar.

Data cleaning is procedure which assures that data which is uploaded in data storage fulfils the lowest granted quality level. In a case of data error there are four possible options that could be applied in order to keep the requested level of data quality:

· Correction of data according to defined business rule
· Mark the data as unreliable and/or unknown and move it into data storage
· Reject data and start uploading of next one
· Terminate/Abort data loading

Audit procedure assures that every action concerning data in data storage that occurs in ETL process is recorded in metadata DB. Audit procedure enables the following:

· Checking of completion of ETL processes
· Data Lineage
· Monitoring statistics of records inserted into data storage

Data in data storage is uploaded automatically in a defined period (for example once per day during the night) and being processed into multidimensional database after that.

During the ETL process a procedures that assure monitoring of data changes are also enabled, as follows:

History of dimension data changes must be monitored by so-called Slowly-Changing-Dimension methods that could be SCD1, SCD2, SCD3, SCD4, SCD5, SCD6 and SCD7 types and combinations. These methods assure monitoring of history of changes in dimensions according to business rules.

History of fact data changes must be monitored by snapshot fact tables, fact tables can be transactional, Periodic Snapshot, Accumulating snapshots, and Temporal Snapshots.

If there is a large amount of fact data at a very low level of grain, fact data is aggregated at higher levels in the so-called aggregate fact tables according to defined business rules. Aggregation, in addition to the data store can, also, be run in the multidimensional analytical databases (OLAP).



[bookmark: _Toc524701958]13.4.	Multidimensional database (OLAP)

Multidimensional databases (OLAP) uses Data from the data warehouse, which has a special structure that allows fast analytics of large quantity of data. Data for individual business processes is prepared in Data Cubes that contain fact data which is used for reporting purposes. 

[bookmark: _Toc524701959]13.5.	Reporting layer

Data prepared in the OLAP database is accessed by a variety of reporting (BI) tools. BI reporting tools that are part of the solution include support for standard and ad-hoc reporting, data analysis, creation of dashboards for performance monitoring, and self-service BI tools that allow business users to create their own reports.

[bookmark: _Toc524701960]13.6.	Report distribution and system management
Distribution of reports generated from the system must be possible in several ways:
· Using portal. BP BiH owns licences for SharePoint portal 
· Distribution of reports through e-mail, through SMTP protocol by using integration with current Exchange server 
· Independent preparation of reports and their sharing through e-mail (by using Microsoft Outlook)

Portal will be used (through its web GUI) as central component for administration and management of the system, including the following: 
· Service for distribution and displaying of Excel reports
· Service for Power Pivot tabular in-memory databases
· Service for report displaying
· Service for creation of corporate dashboards

Integration with MS Office tools must be provided

[bookmark: _Toc524701961]13.7.	System scalability


· Tools for IT experts:
· Advanced tool for data integration that enables creation of the most complicated ETL processes. BP BiH owns SQL Server Data Tools. The following external data sources must be supported:


	ADO
	It connects to ActiveX Data Objects (ADO).

	ADO.NET
	It connects to data source by using .NET provider.

	CACHE
	It uploads data from data lineage or cache file (.caw), and it can record data into cache file.

	DQS
	It connects to Data Quality Services server and Data Quality Services database at server.

	EXCEL
	It connects to Excel file.

	FILE
	It connects to file or folder.

	FLATFILE
	It connects to textual or CSV file.

	FTP
	It connects to FTP server.

	HTTP
	It connects to web server.

	MSMQ
	It connects to message queue.

	MSOLAP100
	It connects to instance SQL Server Analysis Services server or to Analysis Services project.

	MULTIFILE
	It connects to multiple files and folders.

	MULTIFLATFILE
	It connects to multiple textual and CSV files.

	OLEDB
	It connects to data source by using OLE DB provider.

	ODBC
	It connects to data source by using ODBC-a.

	ORACLE
	It connects to Oracle server and database.

	SAPBI
	It connects to SAP NetWeaver BI system.

	SMOServer
	It connects to SQL Server Management Objects (SMO) server.

	SMTP
	It connects to SMTP mail server.

	SQLMOBILE
	It connects to SQL Server Compact database.

	TERADATA
	It connects to Teradata server and database.

	WMI
	It connects to server and it specifies Windows Management Instrumentation (WMI) on server.

	XML
	It connects to XML file by using XSD scheme.



Besides the above mentioned connectors it is possible to create the own one.

Tools for end users (self-service BI) 

· ETL tool which allows end users to create their own ETL processes where they can combine internal organizational BI data with external data, such as:
· Web page
· Excel/CSV file
· XML file
· Textual file
· Folder with the files (Excel, CSV, XML, text)
· SQL Server DB
· Microsoft Azure SQL DB
· Access DB
· Oracle DB
· IBM DB2 DB
· MySQL DB
· PostgreSQL DB
· Sybase DB
· Teradata DB
· SQL Server Analysis Services DB
· SharePoint List
· OData feed
· Microsoft Azure HDInsight
· Microsoft Azure Table Storage
· Active Directory
· Microsoft Exchange



BP BiH owns Excel Power Query

Creation and changing of data models (physical and business one) is done by using the following tools divided in two categories:

· Tools intended for IT experts

· Tool for system management which includes possibility for creation of graphical model through diagrams with propagation into physical data model. BP BiH owns SQL Server Management Studio
· Advanced tools for creation and versioning of relation data models. Besides relation data models, the same tool is used for projection of multidimensional and tabular analytical databases. BP BiH owns SQL Server Data Tools

· Tools for end users (self-service BI)

· Tool intended for creation of tabular in-memory analytical data models through graphical interface. BP BiH owns Power Pivot for Excel

Creation of new and changing the current reports and dashboards is possible by using the following tools divided in two categories: 


· Tools  for IT experts:
· Tool for creation of complex standardized reports with advanced possibilities. BP BiH owns Report Designer
· Tool for creation of complex dashboards available through the portal. BP BiH owns Dashboard Designer



· Tools for end users:

· Tools for creation of standardized reports. BP BiH owns Report Builder
· Excel – tool for creation of ad-hoc reports and data analyzing 
· Set of tools that enables creation of dashboards and creation of 3D analysis and presentations by using data. BP BiH owns Power BI for Excel
· Tool for creation of dashboards in the form of Power Point presentations that keep connection with data sources. BP BiH owns Power View for SharePoint.

[bookmark: _Toc524701962]13.8.	Standardized reporting

Using tools for reporting, it must be possible, within the offered solution, to create any type of standardized report. 

By using requested tools it must be possible to create:

· Connections to data sources which could be part of report or saved separately, and in that case it could be used on several reports
· Parameters which enable interaction of users regarding to data preview of the report 
· Data sets that are obtained from defined connections for parameters
· Visual elements of report such as:

· Tables, matrixes and lists
· Charts
· Charts in tables cells (Sparklines, Data Bars) 
· Pictures
· Texts
· Lines and cubes
· Geographical maps that are based on GIS data

· Sub-reports which are shown depending on selected item in higher report
· Separately created elements for advanced functionalities, if not supported by the BI tool (considering that tool enables creation of the own program code).
It must be possible to format data in a different ways, and data grouping must be enabled within tables, matrixes, lists and charts. For reports, it must be possible to define preparation for print (margins, preview mode and etc.).

Reports prepared in this way can be distributed on separate web server and then be used by users. Users have options for the following interactions on reports:

· Filtering
· Sorting 
· Drill-down towards lower levels of details
· Drill-through towards other reports or to hyperlinks
· Selection of sub-report preview depending on selected item in main report

User can print or export reports into different data formats.
All notifications (alerts, messages) are sent by the system using SMTP protocol, and users are receiving them by mail client (Microsoft Outlook). 

[bookmark: _Toc524701963]13.9.	Data access

Access to reports and data, users’ authentication and authorization is created based on “Single Sign-On“ method, i.e. using Active Directory LDAP. AD groups will be used for accessing rights.

[bookmark: _Toc524701964]13.10.	Detailed specification of BI implementation 

BI implementation starts just after the end of implementation phase I of the project (Automatic licence plate recognition, improvement and upgrade of the current Border Checks Application).

During the phase of business analyses a workshops with business users will be organized. During the business analysis a glossary will be defined, which is going to provide unique understanding of terms for the purpose of whole organization. Before moving onto design phase, Requests specification needs to be agreed and approved by end user. Such procedure assure full understanding of business requests between end user and bidder before the beginning of design and implementation phases. Even though, when it comes to establishment of analytical reporting systems, an overall analysis of the process and business requests is recommended, in order to receive higher analytical model of data.

Parallel with implementation of business analysis, an infrastructure establishment begins, where test platform is installed, and DWH/BI platform is set up which is going to be base for development of data model and ETL processes during development and implementation phase.

After acceptance of the Requests specification an Architecture designing phase begins, where Requests specification logical models of data storage and multidimensional databases are designed, as well as ETL processes architecture what includes detailed specification of source systems, data uploading processes, data mapping, data transformation, data allocation, etc. Architecture System Specification describes system architecture through different perspectives (infrastructure, architecture, processes, and security). Also, at the end of this phase, System management document is delivered, which specifies diagnostic procedures, administration (backup and restore procedures, system capacity management….), system upgrade, error reporting and procedure of requests for changes done by users. 

After the end of infrastructure and architecture design establishment a development and implementation phase starts, where, database model is going to be physically implemented (Stage, Core, and OLAP).

After the establishment of databases, development of ETL process starts. During the ETL process development phase, a procedures for data uploading from source systems (push or pull methods) will be established, which is going to implement all necessary adjustments of data types, transformations, calculations, aggregations, data mapping and data allocations as it is defined by Request specification and Architecture System Specification. In the frame of ETL process, DQ procedures for checking domain, entity and referential integrity of data during uploading into the data storage, will also be developed. After the implementation of data physical model, parallel with development of ETL procedures, development of standardized reports for particular business areas will start. According to requests of end user and recognized type and scope of project, it is necessary to include preparation of standardized reports, and dashboards, with providing possibility that business users can create ad-hoc reports and perform data analysis on their own by using Excel applications. After development is done, system will be tested in development environment and delivered in test environment of end user by using prepared Instructions for delivery. New testing will be carried out in test environment and after that, together with representatives of end user, a prepared accepting tests will be carried out. After successful accepting tests, Bidder will deliver Instructions for system use, educate business users on system using, and introduce Informatics department with system architecture and ways for delivered system management. In accordance with security policy of end user, DWH/BI solution will then be delivered into production environment where accepting test will be performed one more time in order to receive confirmation that system is functioning properly.



[bookmark: _Toc524701965]13.11.	Methodology of DWH/BI system establishment

For implementation of DWH/BI system it is necessary to follow recognized methodologies due to complexity of the project that requires understanding of business processes, data lineage within organization, but also knowing techniques of data storage modelling. The aim of modelling process is to find common dimensions which are easy to use for analysis which are important for successful functioning of organization. 

Example of data set which must be included in the BI reporting system implementation:

· Number of crossings for particular country
· Field Office
· Border Police Unit
· Border crossing point
· Date of a crossing
· Nationality
· Sex of a passenger
· Age of a passenger
· Status of a passenger
· Entry/exit
· Number of crossings
· Type of a travel document
· Police officer
· At a border with (Croatia, Serbia, Montenegro, airports, ports)

Final data set will be defined after the final analysis is done. There will be approximately 20 standard predefined reports with cca. 20 search parameters. Final list and set of standardized pre-defined reports will be defined after the end of analysis phase. 


[bookmark: _Toc524701966]13.12.	System implementation

BI system implementation (including Data Warehouse) with the following data sources:
-	Database of Border Checks Application 

Statistical reports:
-	Set of standardized pre-defined reports (there will up to 20 of them), custom reports will be defined / deployed after the business phase is done, upon on end user request (up to 30 custom reports).

Ad-hoc reporting:
Creation of necessary cubes for the purpose of ad-hoc reporting.

Distribution of reports in two ways:
-	Uploading of reports on portal, with defined right to access
-	Sending of reports through mail to certain users
Types of users, modes for distribution of reports and reporting rights will be defined afterwards.

[bookmark: _Toc524701967]13.13.	Installation, configuration and start-up

Scope of service:
•	BI system platform installation
•	Data Warehouse database installation, configuration, set up and integration with BI server
•	Interface establishment according to all requested data sources
· ETL (Extract-Transform-Load) process configurations and testing:
o	The first step refers to uploading data from source systems into stage database.
o	The second step refers to data transformation and loading of de-normalized database scheme suitable for rapid execution of queries (Data Warehouse database)
o	Data validation in ETL process
o	Analysis of gathered data
•	Creation of individual defined reports of data deriving from individual sources (about 20 standardized pre-defined reports),
•	Set-up of backups, alerts, users and group management
· Set-up of all other functionalities requested by tender

Testing
•	Checking of installed software functionalities
•	Testing of all functionalities requested by tender documentations in accordance to Testing plan
•	Testing of particular reports through Site Acceptance Test

Elimination of incorrections regarding delivered software and services provided:
•	Inconsistency of documentation 
•	Deviation from technical and functional specifications defined by tender documentation and documentation of bidder

[bookmark: _Toc524701968]13.14.	Project documentation

Input data for preparation of project documentation is collected from:
•	Evaluation existing informational system state through Project assignment/task and analysis of available documentation 
•	Evaluation processes that will be subject of realization (discussion with authorized administrators and users) 
According to project assignment/task project documentation should include, at least, the following elements:
•	View of processes and business requests for BI - textual description and block diagrams
•	Technical description and architecture preview of BI system
•	Proposal for BI system architecture 
•	Description of realization modes for BI software requested functionalities
•	Detailed description of data sources and integration modes of Border checks application
•	Description of ETL process and its continuous maintenance
•	Monitoring and follow-up of BI system performances 
•	Description of backup, alerting, separating of user’s and administrator’s roles in the system
•	Report proposal
•	Project implementation term plan, acceptance testing plan

Documentation content 
•	Project documentation regularly updated 
•	Tests results
•	Reports on provided trainings
•	System administration recommendations
•	Administrator user guide
•	User guide
•	BI IP network diagram
•	BI Administrator log-in info (user names, passwords) 

Project documentation should be submitted:
•	In 3 printed copies on CD; text – MS Office/Pdf
	1x hard copy
All documentation must be written in one of official languages of BiH and submitted to BP BiH. 



[bookmark: _Toc524701969]13.15.	Training

Training for administrators
•	Training should enable independent BI system maintenance and should include, at least, the following elements: installation of BI software and Data Warehouse DB, integration of BI software and Data Warehouse DB, integration with data sources owned by BP BiH (MySql, Oracle, etc.), ETL process, data business model creation and management, data validation, reporting adjustments, users and rights management, etc. 
•	Training should be carried out within the implementation of system, at the Headquarters of the BiH Border Police (Reufa Muhića 2a, Sarajevo, BiH)
•	Training should be carried out in one of official languages in BiH
•	Number of trainees: at least 4 
•	Training duration: at least 7 days 



Training for end users
•	Training should include, at least, the following elements: theoretical and practical demonstration of all software functionalities implemented, logical data model management, data integration and import from different sources, analysis, data management, report creation and distribution through SharePoint portal and mail
•	Training should be carried out within implementation of system, at the Headquarters of the BiH Border Police (Reufa Muhića 2a, Sarajevo, BiH)
•	Training should be carried out in one of official languages in BiH
•	During the training bidder is obliged to provide necessary technical documentation in one of the official languages of BiH
•	Number of trainees: at least 50 (divided in two groups, according to hierarchy)
•	Training duration: at least 10 days

[bookmark: _Toc524701970]13.16.	Maintenance within warranty period

Bidder must provide full support of all features of the system during the warranty period. 
Warranty period is 12 months and starts with provisional acceptance.

Bidder must provide full support to system administrators during the warranty period. During the warranty period bidder is obliged to:

•	Correction of all errors in system functioning,
•	Provide help desk for system users
•	Remove malfunctions regarding production system failure,
•	Remove malfunctions regarding working process failure,
•	Adjust visual modification faults,
•	Reaction time up to 6 hours for reported faults

***
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