

SECTION 2: System Description

Annex: Description of the system


1. Scope of Work

1.1.  Description of the assigment

The main goal of this project is to introduce a powerfull ICT solution that will improve the efficiency of the monitoring process within the Ministry of Human Rights and Refugees. The monitoring process can be defined as a set of activities in data collecting, data transformation and automated reporting. 

One of the main problems in this monitoring process is data gathering, which includes many different institutions on all levels (state, entity, cantonal and municipality) as well as many other sources (individual contacts, international statistical organizations etc). MHRR has relativelly low influence of MHRR on these institutions with regards to data gathering. Consequently, the project has to address the following main issues : 
i) Internal business processes. First phase of the project would have to include a detailed business processes definition. The Ministry, for the moment, does not have any kind of business processes repository which would provide them with valuable information of efficiency and effectiveness of human rights monitoring and other activities as well. 
ii) Internal data structure. The data coming from external and internal sources needs to be organized in a structured way in an single, integrated database. Database will be used by all sectors and clerks in the Ministry, according to predefined access rules and privileges. 
iii) Reporting and analysis models and tools. As the final results, reports are very important part of the system. Because of the frequent changes in reporting structures and information, solution will have to include Report generator which will allow users to modify existing ones and create new reports based on predefined templates, using data from a database. 
iv) Connectivity to external sources of data. Addressing this issue is partly out of the scope of this project, but there are some elements that can be implemented. Solution will have to include different technical ways of data exchange : Direct access and data entry to the system through Web applications, system for electronic questonaries with online access, Web services interfaces for coneecting existing information systems and exchange data, import/export module for handling data in other specific formats ( Excel, txt, etc. ) 

1.2.  Specific activities
The following activities need to be carried out in order to achieve the contract results:
· Delivery of detailed description of design and implementation schedule;
· Conduct a detailed analysis of relevant business processes in the Ministry, suggest necessery redesign and process optimization
· Prepare detailed specifications and system design for application modules, as defined in this document and technical specifications
· Design Web based application modules for eMonitoring system
· Infrastructure project monitoring
· Emigration monitoring
· Human rights monitoring
· Gender rights monitoring
· International Court Cases monitoring
· Refugees and Displaced person monitoring
· Report generator
· eQuestionary
· Design Internal Web application system for Ministry of Human Rights and Refugees, for internal user and appropriate external institution, which will be an integration platform for previously designed application modules
· Provide integration with existing External Web Portal, for public users. Provide automated procedures for integrating Database information with public Portal 
· Implementation, installation configuration, tunning and testing of complete eMonitoring system
· Development, delivery and implementation of complete system for management of documents and processes (DMS) within MHRR, as per agreed detail description of design and implementation schedule
· Delivery of standard DMS software components; 
· Delivery of customization and implementation of DMS software components;
· Construction of specific workflows (all workflows specified in the Detail Design) for reporting and data gathering activities
· Full integration of DMS with eMonitoring system, by means of possibillity to integrate data from eMonitoring system into user documents and templates in DMS
· Testing and final modification of eMonitoring and DMS system, including creation of test plan, executing the test plan, verification and final modification according to test result
· Preparing training manuals 
· Delivering of the training for all components of the system, for all users of the system 
· System usage documentation
· Development of system operative procedure (backup and recovery)
· Installation procedures for the entire eMonitoring and DMS system
· Delivery of source code of all modules of eMonitoring applications.
· Creation of user guides, including separate user guides for end users and for system administrators
· Acceptance test of the systems 
· Final implementation of the eMonitoring and DMS system
· Provide a written final report, detailing out all implementation, deployment and customization details.


2. Technical specifications

2.1.  Document Management System

2.1.1. Functional Requirements 
The Document Management System (DMS) in the MHRR will support services and processes within the institution, in the form of cost-and-labor effective document platform which can be adapted to different organizational needs ( new process workflows, new document templates etc ). The DMS must meet industrial standards for high level of accessibility, scalability and security that are necessery for Government operation. 
Tasks that must be completed are focused on processes of collection, clasification and recording incoming documents, joining and grouping documents, distribution, document manipulation, mailing and archivig the documents. System will also have to support creation of documents according to predefined templates and providing the workflow for document approval, review and distribution. 
The DMS is supposed to replace hard copy document management processes, and some electronic document management processes and to create advanced electronic environment for manipulation of document, efficient workflow and minimize the risk of document damage or loss. 
The minimum requirements which have to be supported by the new system are the following: 
i) Common requirements
· Collection, clasification and recording of incoming documents ( Hard and soft copy ) 
· Joining documents in group as necessery
· Distribution of documents and monitoring using different notification mechanisms
· Manipulation of documents
· Powerfull search features
· Metadata based document repository
· Administration module for management of the system
· Statistical reports on the DMS
· Document archiving
· Integration with eMonitoring system database
· Template mechanism for document creation
· Central DMS repository suporting all standard codument formats ( Microsoft office,PDF, Multimedia files ( binary ), txt, etc. ) 
· Providing document metadata creation and document clasification in the repository
· Provide Fine Grained Access Control ( FGAC ) mechanism for security and privileges inside the system
· Provide Backup and Archiving modules
· Provide Web access to the system
· Design and provide user documentation
· Implementation of full and detailed user training 
ii) Specific requirements 
· Recording information about the sources of data – external and internal contacts, institutions or organization which are delivering data
· Creating specific types of document templates – questionaries for data gathering
· Including external data sources into workflow design
· Povide solution for entry, creating and registration of documents and appropriate cllasification and creation of a 'Report Case' ( group of document which are defined as a source of data for specific report ) 
· Provide solution for flexible metadata management, including creating new metadata and chaning existing ones
· Design solution for simplified search and presentation of an 'Report Case' with all attached documents 
· Design solution for reporting based on different metadata and document information
· Provide solution for exporting reports in standard electronic formats ( Microsoft office, PDF, HTML ) 
· Provide functionallity of labelling ( tagging ) documents

After initial implementation and warranty period, due to the high needs for the future system maintenance and improvements, it is an advantage if the company that produced the DMS, could provide support directly from the regional office.


iii) Nonfunctional requirements
[bookmark: _Toc310432554]System architecture
The DMS should be installed in Ministry of Human Rights and Refugees.  The proposed solution by the implementing company must contain IT architecture with sufficient capacities for DMS application and any other supporting activities, database with data repository/ storage, and supporting software (including software for backup copies, etc.). Therefore, the implementing company must ensure such architecture that will be capable of supporting an environment required for use, development, implementation, training, testing and maintenance of all system components. The system must run without any problems on the existing workstations within the Ministry.
The system must be able to isolate data on various categories (documents, users, organizational units, etc.) allowing separate views within each administrative level within the Ministry according to the access rights (data for which a particular user or group of users is hierarchically or organizationally responsible). The system must group all data through the application logic component.
The DMS data center will have a database and application architecture based on the following requirements:
· DMS application software installed and running;
· The system must be Web based, allowing the DMS interaction without client installation as well as from the distant locations.                           
[bookmark: Application]General features of the system architecture must include the following:
· Security and integrity
· Application must guarantee appropriate authentication, logging and monitoring mechanisms; 
· Throughout any integration with existing systems, data sharing shell take place without compromising the integrity, security and privacy of DMS application;
· Availability and scalability
· Application must be able to accommodate increase of workload in a suitable manner or be easily enhanced;
·  Application must be reliable and should have sufficient fail-over mechanisms;  
· Manageability
· Application should be designed to have the capability to deploy, monitor and troubleshoot;
· Application should have a build in methodology to handle errors, log errors and provide useful information for problem resolution;
· Maintenance and potential updates 
· System should be implemented under enterprise standards, including coding standards, deployment standards, modular application design, application frameworks, etc.; 
[bookmark: _Toc310432555]Application architecture
The architecture of the application should be of the n-tier type with web based thin client interface, providing flexibility. In n-tier type architecture, the main software sub-systems are arranged on different levels. Each level uses the services offered by the next lower level. By splitting the application on several levels, the complexity of each level is reduced. The system should allow the option to add or eliminate various components at each level of the application without affecting the other levels. This architecture is very flexible regarding maintenance, licensing and administration costs.
The interface of web application components must provide asynchronous loading of content on currently used web page without requiring a full reload. Application web pages must be very responsive by exchanging small amounts of data with the server behind the scenes, so that the entire web page does not have to be reloaded each time the user requests a change/transaction. It is not acceptable to provide the solution for web interface that requires full page reload for each change on client side. 
[bookmark: _Toc235865455][bookmark: _Toc235296216][bookmark: _Toc310432556]Flexibility and adaptability
The DMS system has to have high levels of flexibility and adaptability in the event of changing circumstances – scope of operations, different organizational structure, etc. Such adaptability should enable future configuration and customization of the system in a simple and acceptable way. Software configuration and/or customization which are performed through modifications in the codes, description of objects, object and user menu attributes, provided that they are defined dynamically, descriptions of transactions, workflow system definitions, has to meet the following requirements:
· Enable system administrator easy access to necessary configurations through user friendly interface;
· All configurations must be kept in the database;
· All previous versions of configurations must also be easily accessible;
· A simple transfer from the previous to a new configuration must be enabled, without any system operation interruptions (this functionality must also include the workflow process configurations).
[bookmark: _Toc235865456][bookmark: _Toc235296217][bookmark: _Toc310432557]Supported documents/workflow standards
Since the system must enable and contain an advanced workflow component as one of its key components – supporting defined workflow for report generation and data gathering as well as generic workflow process (creation of new workflows for new process of case management), it must support the following requirements:
· WPDL (Workflow Process Definition Language) – WfMC;
· XPDL (XML Workflow Process Definition Language) – WfMC;
· BPMN (Business Process Modeling Notation) – BPMI;
· BPML (Business Process Modeling Language);
· BPQL (Business Process Query Language);
· BPSS (Business Process Specification Schema) – ebXML;
· BPDL (Business Process Describing Language);
· EPC (Event-Driven Process Chains) – SAP;
· ICN (The Information-Control Nets).
[bookmark: _Toc310432558]

DMS Security and integrity
Security and integrity of the system and the information it holds is of crucial importance  This is even more important considering that DMS implementation envisages the introduction of electronic (non-paper based) document management – stressing the need for comprehensive identification and authentication mechanisms of users. Therefore, as an integral part of DMS, the system should include a module and technologies that meet the security requirements, including physical security, integrity, recoverability, authentication, authorization, communication, security and integrity of data, security of the access to data, audit log trails etc.  
In addition to document registration, the system must enable tracking of documents and all other process /workflow data (process log, transaction log, access log, etc.).  Data access and access protection in document recording, delivery, routing, and assigning shall be covered by integrated user management functions. These features must be able to make hierarchical user structure, with different levels of user rights to access documents by different types, classes, and current document states. Therefore, the user management will be combined with workflow system, which handles processing rights (action/case processing rights).
From the aspect of security regulated access, the DMS must support, at the minimum, the following requirements:
· Multi-user capability with the ability to support concurrent users;
· Multiple user levels and multiple levels of approval/authorization;
· Prevention against access by unauthorized users;
· Prevention against unauthorized destruction of data (including internal users);
· Access rights through Active Directory (integrated);
· Access control of all software modules in a consistent fashion to the overall application solution;
· Consistency of levels of authorization and access to data with organizational structures and needs – that can be defined and/or modified by IT administrator;
· Systems’ availability to all authorized users at any time with ability to view more than one case at the time (ability for all authorized users to simultaneously access the application and have access to multiple case flows).
The DMS system must ensure access rights at various levels including:
· Classification rights;
· Group rights;
· Department rights;
· Procedure rights;
· Module rights.
[bookmark: _Toc310432559]Performance requirements 
[bookmark: _Toc310432560]Scalability
The DMS should be scalable – which in a most basic sense means that the system must be able to accommodate an increased workload i.e. handle growing amounts of work in a suitable manner or have the capability of a system easily enhanced through additional technological resources.  
[bookmark: _Toc310432561]Response time
As a rule of thumb, DMS response times should be as fast (short) as possible.  Considering the environment where DMS is being implemented, and given the inherited resistance to change, in particular technological change, fast response time is of crucial importance.  It is ideal for a user to feel that the system is reacting instantaneously, allowing the uninterrupted user flow of thoughts.  The maximum response time should be 10 seconds.  For response times which are not instantaneous, continuous feedback through percentage bar completion indicator should be provided to the user. 
[bookmark: _Toc310432562]Fault tolerance / Availability
The DMS should ensure high fault tolerance i.e. the system must be able to continue operating properly in the event of failure of one or more of its components.  
If a failure event is detected that stops the workflow process (a particular case action) from its proper completion, the system must have another strategy for executing the planned process – without duplication, corruption and/or loss of data integrity.  The function should be completed through alternative mechanisms if at all possible. 
[bookmark: _Toc310432563]Restore / Backup
Although a system might have advanced fault tolerance functionalities, sometimes the fault may result in severe system damage. The DMS must be able to handle these kinds of situations though a backup or restore strategy which refers to system redundancy – making this function of crucial importance for the overall system’s reliability.
At the minimum, the system must support the back up of all data (documents files, dossiers and all its attributes), all workflow attributes, and configurations of applications (all software modules), all operating systems DMS uses, and installation, administration and configuration scripts.  In terms of hardware, a backup strategy must exist (for example, actions to be taken if one or several hardware components no longer performs properly; this may include a human action if necessary but there must be a strategy for such event). If needed, system must ensure adequate load balancing, including the distribution of user’s requests. 
[bookmark: _Toc235865465][bookmark: _Toc235296226][bookmark: _Toc310432565]Customization tools
The system should contain integrated tools or full sets of tools for additional developments / customization, specifically:
· User report development;
· Query development;
· Updating user and technical documentation after system modifications;
· Database management and optimization;
· [bookmark: _Toc310432566]Workflow process design with intuitive and easy-to-use set of tools. 
Integration and interoperability
All processes within the DMS system will have to integrated, creating seamless working procedures through the system. Therefore, integration and interoperability with other module of the complete solution will have to take place, as well as provide interface for potential integration with other institutions.  
[bookmark: _Toc310432567]Integration 
Looking at integration with other systems, DMS should be integrated with Web portal and e-mail systems.  This function will include:
· Receiving and sending mails (using POP3 and SMTP) and unlimited number of mail accounts;
· Mail notifications and integrated process workflow management which supports attaching emails to specific case action (within a particular document or group of documents ).
In general, DMS should provide possibility to interface with other information systems through XML format, general file export techniques in all products of the MS Office family of applications and general file extract (CSV file format). 
The implementing company must define integrating techniques that could be applied to make an integrated and personalized point of view for DMS users in order to access all relevant data from the system. 
[bookmark: _Toc310432568]Interoperability with other institutions
Apart from continuous internal communication interoperability with other institutions must be ensured.  Although DMS cannot ensure that institutions work together through seamless procedures including electronic exchange of documents, processes and workflow transactions, the system must ensure an extensive array of data exchange options in between different information system.  
The different set of interfaces with external information systems must exist, allowing interfaces with documents created in a variety of applications, including Word, Excel, Access, PowerPoint and Outlook while imposing high level of control over the creation, storage and usage of documents. Specifically, at the minimum, the following requirements must be supported:
· The DMS must enable importing of documents from Microsoft Office applications, and automatic gathering of structural attributes / metadata and transfer to DMS (for example creator, date, organizational unit, title, subject, etc.);
· DMS must enable integration with user client file system through Windows Explorer (drag & drop method for import of created document in DMS);
· DMS must enable fax server integration i.e. automatic capture fax cover data into DMS including caller ID checking and validation;
· DMS must enable e-mail server integration i.e. automatic capture of email header data into DMS;
· DMS must enable integration with existing e-mail service, including send alerts (and define alerts), periodical reports, etc.;
· DMS must enable secure web-enabled functionality;
· DMS must enable export of document data to Microsoft Excel spreadsheets, Microsoft Word documents and Portable Document Format (PDF);
· The DMS must enable generated reports to be exported to Microsoft Word and Excel environments.
[bookmark: _Toc235865469][bookmark: _Toc235296228][bookmark: _Toc310432569]User interface 
The DMS system must offer consistent, functional and user friendly design. The screen design (dashboard design) must include but is not limited to:
· Preview of system modules;
· Enables creating custom dashboard controls using easy-to-use and intuitive framework to include (drag) notes, cases, calendar (personal and group calendars, sharing calendars with custom users, event reminders), assignments and tasks, latest forum posts (easy post writing and editing, grouping into themes, replies to specific topics and post sorting), contacts, bookmarks, image gallery, RSS feeds, etc. 
The screen interface of all application modules must satisfy at least following minimal requirements: 
· GUI, Web based interface; 
· Simple and easy to learn; 
· Help and validation during the data input; 
· Multilevel on-line help system specific for different user groups; 
· Enabling fast input (keyboard-only input); 
· Enabling intelligent input; 
· Coded inputs must have explanations, listed titles or pull-down menus; 
· Data must be arranged by business logic of usage; 
· Where the pre-defined lists exist, only possible options will appear for a specific user group;
· Navigation between different options and functions and their initiation must be enabled by drop-down menus, toolbar menus, and keyboard.
[bookmark: _Toc310432570]Languages and Alphabets
The DMS must support language requirements in all three official languages of BiH – Bosnian, Croatian and Serbian, and in two official alphabets – Cyrillic and Latin.  Specifically, the system must support:
· User friendly interfaces that must be available in three official languages and two alphabets;
· Ability for users to choose preferred language and alphabet within the system;
All reports produced by the system must be available in all three official languages and two alphabets.



2.2.  eMonitoring system –Functional requirements

The solution which has to be delivered consists of following components : 
· MHRR Internal Web Portal
· eMonitoring application modules and central Database
· Reporting system
· Electronic survey module
All these components needs to be integrated into single solution space, providing effective and efficient mechanisms which will support monitoring and reporting processes inside the Ministry. 

2.2.1. MHRR intranet Web Portal
The MHRR Internal portal aims to be a single access point for all information and services to internal and external users.
It also has to provide integration with existing Web site of the Ministry, becouse of growing demand of sharing and publishing information and usage of new technologies ( social networks, mobile access etc ). 
The new intranet portal should be designed as a single, unified platform for following processes and users : 
· eMonitoring applications module for internal and external users
· eReporting module for internal and external users
· Integration to Public Web portal of the Ministry


2.2.2. eMonitoring application modules and central Database
Infrastructure project monitoring
The sector for infrastructure project monitoring is a part of Ministry of Human rights and Refugees in charge of monitoring infrastructure projects which are financed by the BIH Government and some other institutions as well. The target population for these grants are mostly refugees and displaced persons and some other vulnerable groups as well  ( Roma population for example). 
Activities in monitoring these projects are performed by the employees of the Ministry in Regional Centers ( Sarajevo, Banja Luka, Tuzla and Mostar ) through following activities : 
· Creating registers for application for infrastructure projects
· Monitor the process of selection ( which takes place mostly on Municipallity level ) 
· Create register of approved project applications
· Monitor tender procedure and procurement processes
· Create register of Contracts for project implementation
· Performs visits to the project location and reports on project progress
· Collects payment information and reports to institutions which provide the funds
The application for Infrastructure projects would have to provide following functionallities : 
· Managing a list of applications for the open projects
· Managing a list of granted applications
· Tender procedure, offers and validation activities
· Managing a list of projects with all relevant details and attributes
· Basic project information
· Project beneficiary information
· Technical Description of the project
· Project activities
· Financial elements ( Invoices, Payments ) 
· Project monitoring ( Site visits )
· Managing register of Households and infrastructure
· Reporting and analysis
Emigration monitoring
Sector for emigration is in charge of gathering and managing data of Citizens of BIH living and working abroad. The main focus of the sector is to provide accurate and detailed information about our citizens worldwide, and to structure these information in a searchable and presentable database which can serve as a reference for all information of such a kind. 
The main sub-modules of this application can be defined in a following way : 
· All relevant data on a Country level ( Worldwide ) 
· Number of BIH citizen
· Trends in previous period ( annual base ) 
· Structure of emigration ( social, national, educational, etc ) 
· Distribution on Geographical areas
· Media ( Newspapers, Radio/TV stations, Magazines )  on country level
· Region
· Type of media
· Main activities and goals
· Contact information
· Publisher / Owner
· Address information
· Contact persons
· Description
· Educational institutions
· Type of educational institution
· Description
· Owner ( Person or a company ) 
· Address information
· Contact information
· Contact persons
· Other clubs and institution ( Sport, Music, Culture etc ) 
· Type of activities
· Description
· Address information
· Contact information
· Contact persons
· Activities for previous and current year
· Experts / Individuals
· Personal data
· Address information
· Area of professional work
· Information about written / created publication or other products
· Awards 
· Activities for previous years
Human rights monitoring
Sector for Human rights monitoring and protection is the most complex one. The sources of data gathering for this sectors are number of Government institutions on State, Entity, Cantonal and even Municipallity level, Statistical Agencies and all other sectors inside the Ministry as well. 
Basic data structures for this application module can be defined in the following way : 
· Register of Persons – with all relevant personal and other data
· Register of vulnerable groups
· Register of reporting units ( Sources of data ) 
· Register of Sectors for human Rights protection ( and sub-categories ) 
· Types of Human rights violation
· Register of Locations ( Teritorial entities ) 
· Register of cases of discrimination
· Individual apeal for discrimination
· Law sues on discrimination
· Register of institution supporting Human Rights
· Register of NGO-s in area of Human Rights and Civil Society
· Register of experts for support in human Rights area
The reporting processes in this sector are very complex and changes are frequent. That is why is very important to create an flexible solution which will allow end users to create new categories, new indicators, new reports and analysis, based on flexible data structures. 
All data, coming from different sources, can be divided in two groups : 
· Statistical data ( aggregated by certain attribute for defined period of time ) 
· Individual data ( Individual cases of Human Rights violation) with all relevant attributes for a person or other subject of HR violation

	Statistical data
	Individual data

	· Vulnerable group
· Reporting unit
· Sector and sub-category
· Statistical data
· Location
· Date interval


	· Person 
· Other subject of HR violation
· Vulnerable group
· Reporting unit
· Sector and sub-category
· Statistical data
· Location
· Date interval



Monitoring system for Gender Agency
Agency for Gender equality gathers data about human rights in a field of Gender equiality from different data sources. The main sectors in which data is gathered and monitored are as follows : 
· Social protection
· Employment and work conditions
· Women – victims of violence of all kind
· Public services and Political engagement
· Health and health protection
The structure of the data is similar as in Sector for Human rights in general, but with focus on violating human rights on gender basis. 

Module for International Court Law Cases 
The Department for cooperation with international Court in Strazbur is in charge of monitoring all the law cases on international court in Strazbur. The basic data structures are as follows : 
· Register of Law cases 
· Nr. Of Case
· Persons/Institution which submit a case
· Basic reasons for a lawsuit
· Type of a lawsuit ( Clasification ) 
· Date of a case
· Total amount of money requested
· Status of a case
· Additional information
· Documents correspoding to a cases
· Register of persons and institutions






Sector for Refugees and displaced persons Database system
This sector is responsible for monitoring of Human rights of refugees and sdisplaced persons. The main areas for monitoring the rights are as follows ( on a State, Entity and Minucipality level ) : 
· Refugees and displaced persons in BiH
· Financial aid
· Statistical information ( Number per categories ) 
· Health protection
· Social protection
· NGO Sector information 
· Activities of a NGO sector
· Number of employees working with refugees and siplaced persons
· Budget for financial aid
· International protection ( On government level, Municipality level and NGOs ) 
· Register of persons under international protection in BiH
· Basis of protection
· Asylum
· Migration
· Health and social protection
· Housing
· Legal aid
· Readmission ( On government level, Municipality level and NGOs ) 
· Register of persons under readmission on a basis of International agreements
· Basis of protection
· Health and social protection
· Housing
· Legal aid
· Additional registerr of persons
· Persons with the right of financial aid based on impossible return of property
· Social housing beneficiaries


Registers
This application module should contain all common registers which will be used in the system. The list of registers is as follows : 
· Municipalities in BIH
· Cantons 
· Entities
· Streets
· Type of Human Rights
· Sectors and sub-categoris for HR protection
· Vulnerable groups
· Type of family status
· Type of employment status
· Tyoe of social status
· Nationalities
· Persons
· Basic personal data
· Address information
· Nationallity
· Sex
· Confession
· Age
· Education
· Family status
· Employment status
· Social status
· Income information
· Type of documents
· Type of activity
· Other locations
· Reporting units
Project should include activities for importing common registars fro other systems in form of xls, txt, csv file. 
Administrative module
Module for system administration should provide standard administrative functions : 
· User management
· Role management
· Translation / Multilanguage management
· Access to application modules on a Role / User level
· Access to application data on a Role / User level
· Define external users and access roles
· Managing Business rules and definitions



2.2.3. Reporting system

Reporting system is specified as a separated module of the final solution, and it should be designed to cover all reporting needs, from Database and DMS as well. If needed, the companies and consultants who will offer final solution,  will suggest some commercial products for reporting ( SAP, Crystal Reports etc ) as a part of the Reporting module.
Reporting module is very important part of the system. The final results of all the activities of data gathering and analysis is created in a form of reports, presented to the different internal and external users. 
As already stated, the structure and type of reports is frequently changed, that is why the solution will have to be flexible enough to provide end-users with wide functionallities for modifying existing and create a new reports. 
Reporting module should provide following functionallity : 
· Template based report generator
· Reporting on all data from central Database
· Creating tabular, form-style and cross-tab reports
· Simple report designer
· Chaning layout parameters ( Column names, Position names )
· Options for flexible Sorting, Grouping and Filtering of data
· Creating combined reports from the existing simple reports
· Integration with DMS
· Administration and End-user modules
· Exporting reports to standard formats 
· PDF
· XLS
· HTML
· RTF
· Sending reports directly to e-mail
· Automated sending of reports to e-mail groups

2.2.4. Electronic survey 
Module for electronic surveys should provide following functionallities : 
· Creating Surveys with unlimited set of questions
· Defining different types of answers ( Predefined, Open ) 
· Storing survey in a database
· Running surveys by sending direct link to target group
· Storing survey results in central database
· Survey analysis and reporting
· Integration of Survey with Indicators



2.3.  Integration 
Data gathering is on of the key activities in processes of monitoring and reporting. Because of the complex and complicated State structure, data gathering is very demanding and unstructured process. In order to bring these activities on higher level, it is necessery to deliver following modules which will support efficient and effective data gathering : 
a) Web Service integration module
This integration concept will be designed to support institution and organization which have 
Internal IT systems in place, and are willing to automate processes of Data transfer using Web Services concept. 
Web services are typically application programming interfaces (API) that can be accessed over a network, such as the Internet, and executed on a remote system hosting the requested services. Web services use Extensible Markup Language (XML) messages that follow the Simple Object Access Protocol (SOAP) standard. In such information systems, we have a machine-readable description of the operations offered by the service written in the Web Services Description Language (WSDL).
The W3C defines a "web service" as "a software system designed to support interoperable machine-to-machine interaction over a network". It has an interface described in a machine-processable format (specifically Web Services Description Language WSDL). Other systems interact with the web service in a manner prescribed by its description using SOAP messages, typically conveyed using HTTP with an XML serialization in conjunction with other web-related standards.
· Web Services should be defined as interfaces to database, providing functionallity of inserting data in appropriate temporary or production table, according to detailed specifications. 
· It should be possible to publish Web Services and expose them to Web Service consumers ( external applications or systems ). 
· Web Services should be defined in a flexible way, allowing generalization of data structure and possibillity of extending data definition
· WSDL should be created for every Web Service 
b) External data import and export
This integration concept will be designed to support organization and institution which do not have any IT systems, and would like to transfer data using some of the standard electronic formats ( Excel, Text ). This module shoudl provide following functionallity: 
· Creating Excel data sheets from the database and sending it to the appropriate Data source organization or insitution
· Import of Excel documents with the data in the database 
· Mapping values from the Excel tables with the existing data structures and indicators
c) Direct access to the part of the system for data entry
For the institution and organization which would like to use direct access to the system for data entry, it sould be possible to design appropriate forms and provide access to the system.  The module for Data entry should provide following functionallity: 
· Module should be build as a Web application on the central Database and Web Portal
· Users should access the application with assigned username/password
· The forms for data entry should be build in a flexible way, supporting general approach for different categories of statistical data, individual data and indicators
· 
All listed modules should include functionalities for data approval and verification, and be designed to support digital signature in the next phases of the project.
2.4. Logical architecture of the System
Simplified Logical architecture of the system can be defined as follows : 


The main components of the system are : 
· Intranet Web portal 
· eMonitoring Web application 
· eSurvey module
· Central Database
· Document Management System

2.4.1. Non – functional requirements
Technical requirements
eMonitoring application module has to be build as a Web application, integrated in a Web portal, providing direct connectivity to a central Database and using common standards in Web applications development. The following technical standards must be obliged:
· AJAX
· HTML 
· PDF is platform-independent system for mediation of documents, which cannot be changed (read-only). There are more programs for the creation and view of PDF files, but the most common are from the manufacturer Adobe (URL: http://www.adobe.com/products/acrobat/).
· XML is a standard for defining structural documents. It can be used as format for documents with complex structure, and it is most appropriate for the use in EDI (electronic data interchange) messages. XML specification is maintained by W3 Consortium. (URL: http://www.w3c.org/XML).
· SOAP (URL: http://www.w3.org/TR/SOAP/) defines model of distributed applications, which mutually communicate using XML via network. SOAP enables the use of XML as a standard for data exchange over HTTP protocol between different e-services which facilitates their connection and establishment of compatibility.  SOAP and XML together present the basis for so called Web services which enable connection of certain operations of different e-services in coherent, connected business process.  SOAP is also maintained by W3 Consortium

2.4.2. Integration with existing infrastructure
It must be possible to integrate the proposed e services with all Ministry existing information systems and infrastructure platforms. 
Currently, existing applications and infrastructure is based on Microsoft products ( SQL Server Database, IIS Information server ). Proposed solution should be able to integrate with existing infrastructure and current application and database system.  

2.4.3. User experience
Very important requirement is that whole system must have the same user experience by means of design, usabillity and all other elemenst of look&feel. Enterprise portal provides all of these requirements, enabling developers to create independent modules – portlets, which will have exactlly the same user experience as the other portal modules. Using Enterprise portal also guarantees that solution will work in the same way on other platform – mobile users who will access the portal and portlets with variety of phone and tablet devices, having again the same user experience. 
This integrated approach  is based on responsive design, approach aimed at crafting sites to provide an optimal viewing experience—easy reading and navigation with a minimum of resizing, panning, and scrolling—across a wide range of devices (from mobile phones to desktop computers).

2.4.4. Maintenace and Development
One of the key requirements for choosen platform is quality and simplicity of post production maintenance and adding new functionalities into the solution 
Having set of portlets in production environment, it is very easy to develop even more complex applications, combining existing portlets and defult portal functions, using different external sources ( databases, Web Services etc ) and build any solution which is appropriate for the organization.  

2.4.5. Flexibility
The high architectural and functional modularity of eMonitoring application will ensure adequate flexibility and configurability both for a complex and minimal solution, so as to fit all situations of various institutions.

2.4.6. Interoperability
The logical architecture of the solution, which is based on modular architecture and Web Services, and choice of highly flexible and open Enterprise Portal, provides high level of interoperability. All business functions of the processes will be exposed as a Web Service, making possible for other external applications to use these business functions according to predefined rules. 


2.4.7. Scalability
All components of the system should have scallability options allowing to scale system to support huge number of requests and concurrent users. The modular structure of the system guarantees high level of performance and performance monitoring and management. 

2.4.8. Security
Security is one of the important issues in the system. The fact that part of the system will be exposed on public Internet network, makes this issue very important with regards to risks as well. The security is addressed in several ways : 
· Intranet users will use the system through VPN-s
· There will be no direct connection to the central database, all communication will be done using Web Services, with secure access through the Enterprise Portal 

2.4.9. Usability
It is very important that eMonitoring application is simple to use and understand, conformant to the W3C standards on accessibility. In all application modules has to be used a principle of Wizards, which will lead user through the process step-by-step, allowing him to go back and change things as long as the document is not finished. 

2.4.10. Legal issues
The overall functioning of the eMonitoring system will be in compliance with BiH laws and regulative on personal documents and other relevant services. 

2.4.11. Capacity planning
The following are main parameters for solution capacity planning  : 
1. Document Management System
· Number of user licences – full access : 100
· Number of user licences – Read only, concurent access : 40 
· Expected number of documents / records : 40.000 per year
· Number of Workflows : 200
2. eMonitoring 
· Number of internal users ( Ministry ) : 150
· Number of external users : 200 
3. Intranet Web portal 
· Maximum number of concurent users : 300
· Response time : Industry standard for public portals


2.5. 
 Summary of functional requirements

All functional requirements for the system are sumarized in the following table, with information about the priority of the requirement .
Document Management System

	Nr
	Requirement
	Priority

	1
	Collection, clasification and recording of incoming documents ( Hard and soft copy ) 
	Critical

	2
	Joining documents in group as necessery
	Critical

	3
	Distribution of documents and monitoring using different notification mechanisms
	Critical

	4
	Manipulation of documents
	Critical

	5
	Powerfull search features
	Critical

	6
	Metadata based document repository
	Critical

	7
	Administration module for management of the system
	Critical

	8
	Statistical reports on the DMS
	Critical

	9
	Document archiving
	Critical

	10
	Integration with eMonitoring system database
	High

	11
	Template mechanism for document creation
	Critical

	12
	Central DMS repository suporting all standard codument formats ( Microsoft office,PDF, Multimedia files ( binary ), txt, etc. ) 
	High

	13
	Providing document metadata creation and document clasification in the repository
	High

	14
	Provide Fine Grained Access Control ( FGAC ) mechanism for security and privileges inside the system
	High

	15
	Provide Backup and Archiving modules
	High

	16
	Provide Web access to the system
	High

	17
	Design and provide user documentation
	High

	18
	Implementation of full and detailed user training 
	High

	19
	Recording information about the sources of data – external and internal contacts, institutions or organization which are delivering data
	Critical

	20
	Creating specific types of document templates – questionaries for data gathering
	High

	21
	Including external data sources into workflow design
	Critical

	22
	Provide solution for entry, creating and registration of documents and appropriate cllasification and creation of a 'Report Case' ( group of document which are defined as a source of data for specific report ) 
	Critical

	23
	Provide solution for flexible metadata management, including creating new metadata and chaning existing ones
	High

	24
	Design solution for simplified search and presentation of an 'Report Case' with all attached documents 
	High

	25
	Design solution for reporting based on different metadata and document information
	Critical

	26
	Provide solution for exporting reports in standard electronic formats ( Microsoft office, PDF, HTML ) 
	High

	27
	Provide functionallity of labelling ( tagging ) documents
	High



eMonitoring system
MHRR Internal Web Portal
	Nr
	Requirement
	Priority

	1
	Provide single access point for all information and services for internal and external users
	Critical

	2
	Integration with existing Web site of the Ministry
	Critical

	3
	Provide User authentication and authorization
	Critical

	4
	Provide access to eMonitoring application modules and central Database for internal and external users
	Critical

	5
	Provide access to Reporting system module
	Critical

	6
	Provide access to Electronic Survey module
	Critical



eMonitoring application modules and central Database
	Nr
	Requirement
	Priority

	1
	Design and implement integrated central database for all sectors and processes in the Ministry
	Critical

	2
	Design and implementation of the module for Infrastructure Project Monitoring
	Critical

	2.1
	Creating registers for application for infrastructure projects
	Critical

	2.2
	Monitor the process of selection ( which takes place mostly on Municipallity level )
	Critical

	2.3
	Create register of approved project applications
	Critical

	2.4
	Monitor tender procedure and procurement processes
	Critical

	2.5
	Collect information on site visits and reporting on project progress
	Ciritical

	2.6
	Collects payment information and reports to institutions which provide the funds
	Critical

	2.7
	Managing a list of applications for open projects
	High

	2.8
	Managing a list of granted applications
	High

	2.9
	Managing Tender procedure, offers and evaluation activities
	High

	2.10
	Managing a list of projects, with all relevant details and attributes
	High

	2.11
	Managing register of Households and infrastructure
	High

	3
	Design and implementation of the module for Emigration monitoring
	Critical

	3.1
	Managing relevant information on Country level ( Number of BIH Citizens, Trends for a period, Structure of emigration, Geographical distribution ) 
	Critical

	3.2
	Managing information about media ( Newspapers, Radio/TV stations, Magazines ) on country level
	Critical

	3.3
	Managing information about Educational institutions on country level
	Critical

	3.4
	Managing information about other clubs and institutions ( Sport, Music, Culture etc ) on country level
	Critical

	3.5
	Managing information about Experst/Individuals on country level
	Critical

	3.6
	Provide basic reporting functionallities
	High

	4
	Design and implementation of the module for Human Rights monitoring
	Critical

	4.1
	Managing register of Persons with all relevant personal and other data
	Critical

	4.2
	Managing register of vulnerable groups
	Critical

	4.3
	Managing register of reporting units ( sources of data ) 
	Critical

	4.4
	Managing register of Sectors for human rights protection ( and sub-categories ) 
	Critical

	4.5
	Managing register of Types of human rights violation
	Critical

	4.6
	Managing register of locations
	Critical

	4.7
	Managing register of cases of discrimination
	Critical

	4.8
	Managing register of institutions supporting human rights 
	Critical

	4.9
	Managing register of NGO-s in area of human rights and civil society
	Critical

	4.10
	Managing register of experts who can support human rights activities
	Critical

	4.11
	Provide module for Statistical data entry on reporting units level
	Critical

	4.12
	Provide module for Individual data entry on reporting units level
	Critical

	4.13
	Provide basic reporting functionallity
	High

	5
	Design and implementation of the module for Gender Agency
	Critical

	5.1
	Managing data on social protection based on Gender
	Critical

	5.2
	Managing data on Employment and work conditions based on Gender
	Critical

	5.3
	Managing data on Woman victims of violence
	Critical

	5.4
	Managing data on health and health protection based on Gender
	Critical

	5.5
	Provide basic reporting functionallity
	High

	6
	Design and implementation of the module for International Court Law cases
	Critical

	6.1
	Managing register of Law cases
	Critical

	6.2
	Managing register of documents for corresponding law case
	Critical

	6.3
	Managing register of persons and institutions
	Critical

	6.4
	Provide basic reporting functionallity
	Critical

	7
	Design and implementation of the module for Sector for refugees and displaced system
	High

	7.1
	Managing data on refugees and displaced persons in BiH ( Financial aid, Statistical information, Health protection, Social protection ) 
	Critical

	7.2
	Managing data on NGO sector ( Activities, Number of engaged persons, budget information ) 
	Critical

	7.3
	Managing data on international protection ( Register of persons under international protection, Basis of protection ) 
	Critical

	7.4
	Managing data on readmission ( Register of persons under readmission, basis of protection ) 
	Critical

	7.5
	Managing additional registers of persons
	Critical

	8
	Design and implementation of the module of common registers
	Critical

	8.1
	Register of Municipalities in BiH
	Critical

	8.2
	Register of Cantons
	Critical

	8.3
	Register of Entities
	Critical

	8.4
	Register of Streets 
	Critical

	8.5
	Register of types of human fights
	Critical

	8.6
	Register of sectors and sub-categories for HR protection
	Critical

	8.7
	Register of vulnerable groups
	Critical

	8.8
	Register of type of family status
	Critical

	8.9
	Register of type of employee status
	Critical

	8.10
	Register of type of social status
	Critical

	8.11
	Register of nationalities
	Critical

	8.12
	Register of persons
	Critical

	8.13
	Register of types of documents
	Critical

	8.14
	Register of types of activities
	Critical

	8.15
	Register of locations
	Critical

	8.16
	Register of reporting units
	Critical

	8.17
	Provide basic reporting functionallity
	High

	9
	Desing and implementation of Administrative module
	Critical

	9.1
	Managing user and roles ( internal and external ) 
	Critical

	9.2
	Multilanguage management and translation
	Critical

	9.3
	Provide access to application modules on a role/user level
	Critical

	9.4
	Provide access to application data on a role/user level
	Critical

	9.5
	Managing business rules
	High
















Reporting system
	Nr
	Requirement
	Priority

	1
	Design and implementation of a template based report generator
	Critical

	2
	Design reports on a basis of all existing data from central Database
	Critical

	3
	Creating of a tabular, form-style and cross-tab reports
	Critical

	4
	Simple end-user reports designer 
	High

	5
	Changing layout parameters for all existing and new reports
	Critical

	6
	Options for sorting, filtering and grouping of data
	Critical

	7
	Creating combined reports from the existing simple reports
	High

	8
	Two-way Integration with DMS data ( documents, meta data ) 
	Critical

	9
	Exporting reports to PDF, XLS, HTML, RTF
	High

	10
	Sending reports directly to e-mail
	High

	11
	Automated sending of reports to e-mail groups
	High



Electronic survey
	Nr
	Requirement
	Priority

	1
	Design and implementation of a Web based module for electronic survey
	Critical

	2
	Creating surveys with unlimited set of questions
	Critical

	3
	Defining different types of answers ( Predefined, Open ) 
	Critical

	4
	Storing survey information in a database
	High

	5
	Running surveys by sending link to group of chosen users vie e-mail
	Critical

	6
	Storing survey results in a database
	Critical

	7
	Survey analysis and reporting
	High

	8
	Integration of survey results with predefined indicators
	Critical



Integration module
	Nr
	Requirement
	Priority

	1
	Design and implementation of a Web Services integration module
	Critical

	1.1
	Defining a Web Services as interface to central database, providing functionallity of inserting data according to detailed specifications
	Critical

	1.2
	Provide publishing Web Services and expose them to WS consumers ( external applications )
	Critical

	1.3
	Web Services should be defined in a flexible way, allowing generalization of data structure and possibillity of extending data definition

	High

	1.4
	WSDL should be created for every Web Service
	Critical

	2
	External data import and export
	Critical

	2.1
	Creating Excel data sheets from the database and sending it to the appropriate Data source organization or insitution

	High

	2.2
	Import of Excel documents with the data in the database 

	Critical

	2.3
	Mapping values from the Excel tables with the existing data structures and indicators

	High

	3
	Direct access to the system for data entry
	Critical

	3.1
	Module should be build as a Web application on the central Database and Web Portal

	Critical

	3.2
	Users should access the application with assigned username/password

	Critical

	3.3
	The forms for data entry should be build in a flexible way, supporting general approach for different categories of statistical data, individual data and indicators

	High












2.6. [bookmark: _GoBack] Hardware architecture

2.6.1. Hardware platform architecture 
In order to achieve scalability and redundancy the hardware platform will be based on VPS (Virtual Private Server) technology. This also achieves the goal of an economical hardware solution. 
VPS technology used for this system has to provide the following features: 
1. Hypervisor has to be based on Intel-V and/or AMD-VT technologies 
2. Consequently, it has to support hardware assisted Virtualization (HVM), para-virtulization is not an option for this system 
3. Guest operating system, both Windows and Linux based, has to be able to run unmodified on VPS 
4. Centralized management console for VPS administration 
5. Live migration of virtual machines across physical hosts 
6. Creation of VM backup images and restoring from those images 
7. Support for NAS storage 
Additional features supported by VPS technology used for this system are: 
1. Support of virtual machines templates, i.e. possibility to create virtual machine based on predefined template (appliance) 
2. Possibility to assign physical processor cores to a virtual CPU (i.e. 1 virtual CPU occupies resources of 1 core on physical CPU) 
3. Storage management utilities or console 
Virtualization system should provide transparent support for network storage to VMs (i.e. space for virtual HDD can be allocated on NAS).
The supplier is obliged to provide system components (servers, network switches, data storages etc.) according to the given specifications. All hardware has to be powered with redundant power supplies built in.
In order to achieve scalability, redundancy and price level for this system, there should be two physical servers with following minimal requirements described in chapter 10. Technical Specifications under item 2.1.

2.6.2. Minimum technical requirements
1. Operating system on client workstations
· Windows 8 and 8.1
· Windows 7
· Winfows XP
2. Supported Browsers
· Internet Explorer
· Google Chrome
· Mozila Firefox
4. Database connectivity
· Microsoft SQL Server
· Oracle
· DB2
· Informix
· All other databases using ODBC drivers


3.  General requirements 
3.1. SYSTEM INTEGRATION, CONFIGURATION AND PROJECT MANAGEMENT 

1. Delivery and Installation 
It is expected from the contractor to deliver all elements of the solution to the location of the Beneficiary. Installation of the hardware and network equipment will be done by the Beneficiary administrators in the Data Center, accordind to defined and accepted project plan. 


2. Configuration 
After the installation and initial configuration of the equipment, it is expected from the contractor to configure and implement solution according to the description of the system.

3. Training 
It is expected from the contractor to provide a training in the official training center for all equipment which will be delivered, for minimmum 2 ( two ) Administrators. 

4. Project Management 
It is expected from the contractor to implement a detailed Project Plan and provide manpower to execute it. 

5. Security 
The contractor has to ensure the security of the System from potential misuse during delivery, installation and handover to the Ministry of Human Rights and Refugees 
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