ANNEX II + III :
 TECHNICAL SPECIFICATIONS + TECHNICAL OFFER
Contract title : Technical strengthening of the capacities of the Ministry for Human Rights and Refugees and the social service providers
Lot 1: IT Hardware and software 
Lot No. 2: Vehicles 
Lot 3: Printers

Publication reference : EuropeAid/136086/DH/SUP/BA
Column 1-2 should be completed by the Contracting Authority

Column 3-4 should be completed by the tenderer

Column 5 is reserved for the evaluation committee 
Annex III - the Contractor's technical offer

The tenderers are requested to complete the template on the next pages: 

· Column 2 is completed by the Contracting Authority shows the required specifications (not to be modified by the tenderer), 

· Column 3 is to be filled in by the tenderer and must detail what is offered (for example the words “compliant” or “yes” are not sufficient)  

· Column 4 allows the tenderer to make comments on its proposed supply and to make eventual references to the documentation

The eventual documentation supplied should clearly indicate (highlight, mark) the models offered and the options included, if any, so that the evaluators can see the exact configuration. Offers that do not permit to identify precisely the models and the specifications may be rejected by the evaluation committee.

The offer must be clear enough to allow the evaluators to make an easy comparison between the requested specifications and the offered specifications.
LOT 1: IT Hardware and software 
	Column 1
	Column 2
	Column 3
	Column 4
	Column 5

	ID No.
	Specifications required
	Qty


	Specifications  Offered
	 Notes, remarks, 
ref to documentation
	Evaluation Committee’s notes 

	1
	Hardware and System Software
	
	
	
	

	1.1.
	Blade Enclosure  

· Blade Enclosure 

· Support minimum of  min. 16 Half Height blade servers 

· Height maximum 10U

· Redundant  hot-swap DC or AC power supplies capable of powering full enclosure.

· Redundant fans capable of supporting full enclosure.

· Compatible with item 2.

· Support for  storage blades 

· Min. 16 x 10GB connectivity equipped with four (4) 10Gb SR SFF+ and four (4) 10Gb SFP+ 5m cables – Full redundancy.

· Connectivity: 10Gb redundant connectivity with Central switch.

· DVD 
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	1.2.
	Blade servers

· Blade servers in compatibility with  Blade Enclosure item 1

· Blade must support min. 4 Processors

· Installed Processors: 2 x 12 Core with 2.4GHz clock speed (2.9GHz Turbo) with 30MB internal cache

· RAM: min. 256GB RAM,  16 x 16GB 2R x 4, PC3-12800R-11 Kit – Min. RAM Support 1TB in combination 32 x 32GB

· Disk installed: 1 x 8GB Micro SD Flash Media for installing OS This is acceptable, ssd drive is compatible with requirements
1x8GB Micro SD Flash Media for installing OS, or equivalent.
· RAID: Integrated RAID controller with Min. 512MB Cache memory – RAID support 0 / 1.

· Min. 2x 10 Gigabit Ethernet adapters 

· Supported operating system: Microsoft Windows Server, Red Hat Enterprise Linux (RHEL), SUSE Linux Enterprise Server (SLES), Oracle Solaris or newer generation Oracle operating systems, VMware, Citrix XenServer
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	1.3.
	Storage subsystem

· Controllers: Active-active controllers in an HA pair or Active-passive controllers in an HA pair

· Fans: Fully redundant

· HDD Port type: SAS

· Host interface: min. 8 Gb/sec Fibre Channel (4) Ports included. (8) GbE iSCSI Ports.

· Power supplies: Fully redundant

· Cache memory : min. 32GB

· Hot swappable disks:Yes

· Disks installed: 20 x Single Disk with  minimum capacity of  900GB, 10000 rpm,  6Gb/s; 4 x Single Disk with  minimum capacity of  200GB SSD

· Storage Protocols: Min. FCP, iSCSI, NFS, CIFS

· Supported OS: Windows 2000, Windows Server 2003, Windows Server 2008, Windows Server 2012, Windows XP, Linux®, Oracle Solaris, AIX, HP-UX, Mac® OS, VMware®, ESX
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	1.4.
	Backup Hardware

· Controllers: Single Controller with possibility upgrading to Dual Controller.

· Fans: Fully redundant

· HDD Port type: SAS

· Host interface: min. (4) GbE iSCSI Ports.

· Power supplies: Fully redundant

· Cache memory : min. 16GB

· Raid: Supports minimum 2 disk failures

· Hot swappable disks:Yes

· Number of hosts supported: Min. 1024 

· Disk supported: Min. expandable to 64 total SAS drives with additional enclosures.

· Disk installed: 12 x Single Disk with  minimum capacity of  3TB, 7200 rpm,  6Gb/s

· Server and Configuration management: appliance based built in or supplied with subsystem

· Support for replication with primary storage.

· Supported OS: Windows 2000, Windows Server 2003, Windows Server 2008, Windows Server 2012, Windows XP, Linux®, Oracle Solaris, AIX, HP-UX, Mac® OS, VMware®, ESX
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	1.5.
	Backup Software

· Backup server support for Windows and Linux installations

· Agent for Lotus Domino (file level or block level)

· Agent for Microsoft Exchange (file level or block level)

· Agent for Oracle Database (file level or block level)

· Agent for VMWARE (file level or block level) or direct backup without agent (agentless)

· Agent for MS SQL Server (file level or block level)

· Unlimited disk to disk backup (limitation only through installed disk capacity)

· Support for NDMP

· Agent for Microsoft Windows (file level or block level)

· Agent for Redhat/Suse/CentOs Linux (file level or block level)

· Integrated with disk system on snapshot level
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	1.6.
	Firewall Type 1

· Firewall: NAT, PAT, Transparent (Bridge), Routing Mode (RIP v1 & v2, OSPF, BGP, & Multicast), Policy-Based NAT, VLAN Tagging (802.1Q), User Group-Based Authentication, SIP/H.323 NAT Traversal. Minimal Firewall Throughput 7 Gbps, Minimum IPSec VPN Throughput   min.1.5 Gbps, IPS throughput min. 1Gbps, Total 10/100/1000Mbps interface -min 7., Internal storage min 120GB
.
· Virtual Private Network (VPN): IPSec and SSL, Dedicated Tunnels, DES, 3DES, and AES Encryption Support, SHA-1/MD5 Authentication, Hub and Spoke VPN Support, IKE Certificate Authentication, IPSec NAT Traversal, Dead Peer Detection,  Traffic Shaping: Policy-based Traffic Shaping, Differentiated Services (DiffServ) Support, Guarantee/Max/Priority Bandwidth, Application traffic shaping.

· Networking/Routing: Multiple WAN Link Support, PPPoE Support, DHCP Client/Server, Policy-Based Routing, Dynamic Routing (RIP v1 & v2, OSPF, BGP, & Multicast).

· Management/Administration  Options: Console Interface (RS-232), WebUI (HTTP/HTTPS), Telnet / Secure Command Shell (SSH), Role-Based Administration, , Multiple Administrators and User Levels, Upgrades and Changes Via WebUI, System Software Rollback, Central Management.

· High Availability (HA): Active-Active, Active-Passive, Stateful Failover (FW and VPN), Device Failure Detection and Notification, Link Status Monitor, Link failover.

· OS Features: Advanced Threat Protection, Contextual Visibility, Extended Single Sign-On,  Per-Device Security Policies, Secure Guest Access, Enterprise-class Firewall, VPN - IPSec and SSL, SSL-encrypted Traffic Inspection, Antivirus / Antispyware, Antispam, Intrusion Prevention System (IPS), Data Loss Prevention (DLP), Flow-based Inspection Options, Web Filtering, Application Control, Endpoint Network Access Control (NAC), Monitoring, Logging and Reporting, Central Management, Virtual Domains, High Availability, Layer 2/3 Routing Services, IPv6-Ready.
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	1.7.
	Firewall Type 2

· Firewall: NAT, PAT, Transparent (Bridge), Routing Mode (RIP v1 & v2, OSPF, BGP, & Multicast), Policy-Based NAT, VLAN Tagging (802.1Q), User Group-Based Authentication, SIP/H.323 NAT Traversal. Minimal Firewall Throughput 1.5 Gbps, Minimum IPSec VPN Throughput   min. 0.4 Gbps, IPS throughput min. 1Gbps, Total 10/100/1000Mbps interface – min 6
.
· Virtual Private Network (VPN): IPSec and SSL, Dedicated Tunnels, DES, 3DES, and AES Encryption Support, SHA-1/MD5 Authentication, Hub and Spoke VPN Support, IKE Certificate Authentication, IPSec NAT Traversal, Dead Peer Detection,  Traffic Shaping: Policy-based Traffic Shaping, Differentiated Services (DiffServ) Support, Guarantee/Max/Priority Bandwidth, Application traffic shaping

· Networking/Routing: Multiple WAN Link Support, PPPoE Support, DHCP Client/Server, Policy-Based Routing, Dynamic Routing (RIP v1 & v2, OSPF, BGP, & Multicast),

· Management/Administration Options: Console Interface (RS-232), WebUI (HTTP/HTTPS), Telnet / Secure Command Shell (SSH), Role-Based Administration, Multiple Administrators and User Levels, Upgrades and Changes Via WebUI, System Software Rollback, Central Management,  

· High Availability (HA): Active-Active, Active-Passive, Stateful Failover (FW and VPN), Device Failure Detection and Notification, Link Status Monitor, Link failover.

· OS Features: Advanced Threat Protection, , , Contextual Visibility, Extended Single Sign-On, , , Per-Device Security Policies, Secure Guest Access, Enterprise-class Firewall, VPN - IPSec and SSL, SSL-encrypted Traffic Inspection, Antivirus / Antispyware, Antispam, Intrusion Prevention System (IPS), Data Loss Prevention (DLP), Flow-based Inspection Options, Web Filtering, Application Control, Endpoint Network Access Control (NAC), , Monitoring, Logging and Reporting, , , , Central Management, Virtual Domains, High Availability, Layer 2/3 Routing Services, IPv6-Ready
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	1.8.
	Web Application Firewall

· Deployment Options: Inline Transparent, True Transparent Proxy, Reverse Proxy, Offline Sniffing

· Monitoring: SQL Injection, Cross Site Scripting, Anti web Defacement, Data Leak Prevention, support for Microsoft Exchange, SharePoint, Activesync, RPC over HTTP, PCI DSS, HTTP RFC.

· Application delivery: Application Aware Load Balancing, SSL Offload, Data Compression

· Protection: Cross Site Scripting, SQL Injection, Session Hijacking, Cookie Tampering /Poisoning, Cross Site Request Forgery, Command injection, Remote File Inclusion, Forms Tampering, Hidden Field Manipulation, Outbound Data Leakage, HTTP Request Smuggling, Remote File Inclusion, Encoding Attacks, Broken Access Control, Forceful Browsing, Directory Traversal, Site Reconnaissance, Search Engine, Hacking, Brute Force Login, Access Rate Control, Schema Poisoning, XML Parameter Tampering, XML, Intrusion Prevention, WSDL Scanning, Recursive Payload, External Entity Attack, Buffer Overflows, Denial of Service.

· Technical spec: Min. 1TB Storage, Min. 4x 10/100/1000 ports, 1U Form Factor, Min 100Mbps Throughput, Min. 10.000 HTTP transactions per second, HA support Active/Passive, Unlimited Application licenses.
	1
	
	
	

	1.9.
	DDoS Protection Appliance

· System Specs:  Storage Min. 400GB SSD or external log storage, Network interfaces Min. 10x GE RJ45 and or 12x FC, Throughput
 Min. 6Gbps, Simultaneous Connections Min. 2 Million, Simultaneous Sources Min. 1.9 Million, Session Setup 190 K/sec, Latency <60 Microseconds minimum
· Features: Hardware-based Layer 3, 4 and 7 DDoS protection, Behavior-based
DDoS protection, IP reputation scoring, slow attack mitigation, threat evaluation minimizes
risk of “false positive” detections.

· Flood Prevention: Granular Rate Limiting, Source Tracking, Source Rate Limiting, Connection Limiting.

· Packet Inspection Technology: Granular packet inspection, Statful Monitoring, Heuristic Analysis, Predictive Behavioral Analysis.

· Layer 3 Flood Mitigation: Source Floods, Destinaton Floods, Protocol floods, Fragment Floods, Geo-location Access.
	1
	
	
	

	1.10.
	LAN Switch – Central location

· Ports: Ports: Min. 48 RJ-45 autosensing 10/100/1000 ports (IEEE 802.3 Type 10BASE-T, IEEE 802.3u Type 100BASE-TX, IEEE 802.3ab Type 1000BASE-T), 4 x100/1000BASE-X (SFP) unpopulated ports, 1 x Serial (console port), 1 x 10/100BASE-T out-of-band management port, 1 x USB port, 2 x 10GbE SFP+” . Modul SFP+ 10G populated with 10G multi-mode ports.
· Min Throughput: 100 million pps (64-byte packets)
· Min Switching capacity: 100 Gbps
· Routing tabe size: 8000 entries

· MAC address table size: 32000 entries

· Trunking support: Yes, distributed

· Standards: BGP, Denial of service protection, MIBs, Device management, Network management, OSPF, QoS/CoS, IP multicast, Security, IPv6

· Layer 3 Services: Loopback interface address, UDP helper, Route maps, DHCP

· Layer 3 Routing: Ipv6 tunneling, BFD, Policy-based routing, IGMPv1-v2-v3, PIM-SMM, PIM-DM, ECMP, Layer 3 Ipv6 routing.

· Security: ACLs, Secure Shell, Port Security, Secure FTP, STP BDU, DHCP protection, Dynamic ARP, STP Root Guard, Guest VLAN, MAC based auth, IP Source Guard, EAD,, RADIUS/HWTACACS.

· Connectivity: include needed modules and cables for redundant connection to Item 1.
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	1.11.
	LAN switch – Remote location

· Ports: Min. 24 RJ-45 autosensing 10/100/1000 ports, 4 fixed Gigabit Ethernet SFP ports, non-populated, 1 RJ-45 or USB serial console port

· Layer 2 switch, same brand as switch for central location

· Min Throughput: 30 million pps (64-byte packets)

· Min Switching capacity: 45 Gbps

· MAC address table size: 16000 entries

· Standards: Denial of service protection, MIBs, Device management, Network management, QoS/CoS, IP multicast, Security, IPv6

· Security: ACLs, Source-port filtering, RADIUS/TACACS+, SSL, Port Security, MAC address lockout, IEEE 802.1X, Web-based authentication, Secure shell, STP BPDU, STP root guard, Secure management access, SFTP, Protected Ports CLI, 802.1X
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	1.12.
	Server licenses

· Enterprise Server Operating system, Server licence
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	1.13
	Database Server

· Enterprise RDBMS, Server licence
· Supported platform : Windows Server
· ODBC connectivity
· JDBC connectivity
· Distributed environment support ( Replication ) 
· Online backup and restore
· Point-in-time recovery
· HA configuration support
· Integrated DBA tools
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	1.14.
	Rack and Power Distribution

· Rack: Capacity Min. 42U, Width Min. 800mm, Deep Min. 1.000mm, Side Doors included, Color Black / Silver.

· Power Distribution: Redunant, Input: 230V (32A) IEC309, Output: Min. 20 x C13
	1
	
	
	

	1.15
	Portable (laptops)

Operating system: Preinstalled operating system with the possibility of integration with the existing Windows domain network environment;  

Processor Passmark 4000 or higher
Screen Min 11.6’’


Memory Min 4 GB
WiFi included
Others : 

USB 2.0 and 3.0
Touchpad


Webcam 

Carrying case
	40
	
	
	


	Column 1
	Column 2
	Column 3
	Column 4
	Column 5

	ID No.
	Specifications required
	Qty


	Specifications  Offered
	 Notes, remarks, 
ref to documentation
	Evaluation Committee’s notes 

	2
	Application Software
	
	
	
	

	2.1.
	Document Management System ( DMS ) 

Common requirements

· Collection, classification and recording of incoming documents ( Hard and soft copy ) 
· Joining documents in group as necessary
· Distribution of documents and monitoring using different notification mechanisms

· Manipulation of documents

· Power full search features

· Metadata based document repository

· Administration module for management of the system

· Statistical reports on the DMS

· Document archiving

· Template mechanism for document creation

· Central DMS repository supporting all standard document formats ( Microsoft office, PDF, Multimedia files ( binary ), txt, etc. ) 

· Providing document metadata creation and document classification in the repository

· Provide Fine Grained Access Control ( FGAC ) mechanism for security and privileges inside the system

· Provide Backup and Archiving modules

· Provide Web access to the system

Specific requirements 
· Business Process analysis to be a first phase of the project. (see also detailed Annex I of TS) 
· Recording information about the sources of data – external and internal contacts, institutions or organization which are delivering data

· Creating specific types of document templates – questionaries’ for data gathering

· Including external data sources into workflow design

· Provide solution for entry, creating and registration of documents and appropriate classification and creation of a 'Report Case' ( group of document which are defined as a source of data for specific report ) 

· Provide solution for flexible metadata management, including creating new metadata and chaining existing ones

· Design solution for simplified search and presentation of an 'Report Case' with all attached documents 

· Design solution for reporting based on different metadata and document information

· Provide solution for exporting reports in standard electronic formats ( Microsoft office, PDF, HTML ) 

· Provide functionality of labelling ( tagging ) documents


	100 Licences 

	
	
	

	2.2.
	eMonitoring – Solution for reporting and analysis

· Intranet Web portal of Ministry for Human Rights and Refugees

· Central Database 

· eMonitoring modules for different sectors of MHRR

· Reporting and analysis module

· eSurvey system for electronic surveys and data collection
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	2.3.
	Solution for integration and data transfer

· Web Services data integration module

· Import and export using Excel 

· Web based data entry module for external users – data sources
	1
	
	
	


NOTE: A detailed System description of the monitoring system of the monitoring process within the Ministry of Human Rights and Refugees is attached as Annex I to the Technical Specification

LOT 2: 
Vehicles 
	Column 1
	Column 2
	Column 3
	Column 4
	Column 5

	ID No.
	Specifications required
	Qty


	Specifications  Offered
	 Notes, remarks, 
ref to documentation
	Evaluation Committee’s notes 

	1
	Vehicles 
	
	
	
	

	1.1.
	Vehicles for mobile teams
· Type SUV (Sport Utility Vehicle): min. 4x2 
· Configuration Full size
· Minimum 4 doors
· Minimum 5seats
· Radio AM/FM
· Luggage compartment Min. 400l
· Airbags Minimum front
· Breaking system Minimum ABS
· Door lock: Central locking
· Engine: Min. 1500 cm3
· Transmission Min. 5 speed
· Warranty Min. 1 year
· Fuel Diesel or GPL
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	1.2
	Vehicles for social centres

· Configuration Minimum 4 doors

· Minimum 5 Seats
· Radio AM/FM
· Luggage compartment
· Min. 300 (rear seats in use)
· Airbags Minimum front 
· Breaking system min. ABS
· Door lock Central locking
· Engine Min. 1100 cm3
· Transmission Manual, min. 5 speed
· Warranty: min. 1 year
· Fuel Diesel or GPL
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LOT 3: 
Printers 

	Column 1
	Column 2
	Column 3
	Column 4
	Column 5

	ID No.
	Specifications required
	Qty


	Specifications  Offered
	 Notes, remarks, 
ref to documentation
	Evaluation Committee’s notes 

	1
	Printers

· Type All in one (Printer, scanner, copy machine, fax)

· Printing Laser, colour

· Resolution printing Min 600x600

· Resolution scan Min 1200x2400

· Paper size Min A5 Max A4

· Warm-UD time Max. 20 sec

· No. Pages/minute Min 15

· Standard memory Min 500 Mo

· Zoom (%) 50 – 200

· Network protocol TCP/IP

· Compatibility MAC Mac OS X 10.3 – 10.6
· Others USB 2.0, Ethernet


	10
	
	
	


�


�o cnfirm IPS throuhput


�To confirm 10 or 1 GE RJ 45
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